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Abstract We present a Bayesian model for multi-domain networking that estimates external domain
connection availabilities. The model uses informed priors from an internal domain model and the novel
notion of "hyperlinks". The performance of the probabilistic estimations proves superior compared to

interval availability. ©2025 The Author(s)

Introduction

Since the introduction of optical fibers in the late
twentieth century, optical networks have been es-
tablished as the backbone of today’s communi-
cation. As critical services using this infrastruc-
ture grow, the importance of reliability in optical
networks also increases. There are two ways
of improving the reliability of the system. The
first is strictly connected to Capital Expenditures
(CapEx), where, for example, the hardware equip-
ment is updated. The second is to focus on
efficient network control and sophisticated algo-
rithms, e.g., involving optical protection or restora-
tion. However, when dealing with multi-domain
networks, hardware updates in an external do-
main are impossible, and any influence on control
mechanisms is limited. This paper offers a model
towards a digital twin to probabilistically estimate
the availability of an external connection. The
model outperforms the observed interval availabil-
ity in terms of accuracy, which is defined as the
experienced fraction of time during which a system
is operational over a finite period. Operators can
build algorithms utilizing this model to achieve the
desired end-to-end connection availability.

This work has been conducted as part of the
CELTIC-NEXT SUSTAINET project and relates
to efforts within the network tomography field!"],
with recent advances also for optical networks/?.
Although there is much work on estimating avail-
ability in a single domain like ¥ and the literature
mentioned therein, no work has been found to
bring up this topic for multi-domain networks. In
[l a hierarchical Bayesian model was introduced,
utilizing considerations of ! to estimate link and
path availabilities. The current work develops a
Bayesian model that uses data to estimate the
availability of external connections by introducing
the idea of hyperlinks and employing an internal
domain model! as informed prior knowledge. The
following section presents the model before we
move on to the evaluation in order to show its
superiority against the commonly used interval
availability, which is sometimes wrongly assumed

Fig. 2: Hyperlinks in connections

even to be equivalent to the real availability(®.

Modeling

We consider an |IP-optical multi-domain network,
like Fig. 1, where the operator’s network (inter-
nal) is connected to another (external) network,
with the border nodes being the only shared in-
formation. The internal domain issues external
connectivity requests, with the border nodes being
the sources and some external IP routers being
the destinations. IP protocols can report the con-
nection distance. We assume path deployment re-
mains unchanged and failures originate only from
links. For every connection, we observe a series
of downtimes and uptimes in the external network.
When a connection is disrupted simultaneously
with another, it is evident that a common underly-
ing equipment, i.e., links, failed. We attribute the
minimum identifiable joint disruption of the connec-



tions to the failure of a so-called hyperlink (HL), as
we cannot be sure of the number of failing links.
Fig. 2 shows three connections failing. The simul-
taneous failure and repair times of the first and
second connections suggest the existence of one
HL. Similarly, the simultaneous last two downtimes
between the first and third connection indicate the
existence of a second HL. Connections ¢ € C are
modeled to consist of a series of HLs h € H. A
compensation hyperlink (CHL) »’ € H' is added
to each connection to account for the remaining
links, where no failure was observed.

Bayesian modeling is a statistical approach that
uses expert knowledge to define a stochastic pro-
cess’s behavior and prior knowledgel®l. The priors
are initial beliefs in the form of probability distri-
butions about parameters used in the statistical
model. During inference, the model is fed data,
and the corresponding final posterior distributions
are deducted. The egs. (1) to (14) describe the
statistical model. The left-hand-side (LHS) of the
equations is either a random variable (RV) if it has
a hat " or data otherwise.
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I, in (1) denotes the estimated total distance
of HL h. It is modeled via a truncated normal
distribution between 0 and [;*. ;" is the maxi-
mum possible HL distance, which is calculated as
the minimum connection distance that this HL is
involved in. ¥ is the prior of the Normal mean
and is calculated from the connection distance be-

ing equally divided across the contained HLs and
CHL. {4, from (2) is the sum of all HL distances
in a connection c¢. H, is the set of HLs contained
in connection c. (3) calculates the distance of the
CHL /, 1/, as the difference between the total
HL distance and the connection distance /. and
then passes it through the exponential function
to render it strictly positive and amplify its effect.
The modeling of the CHL distance to depend on
other RVs neatly avoids the introduction of further
RVs. (4) is the likelihood model of the connec-
tion distance . as a Normal distribution. (5) uses
the internal domain model (IDM) fromll, which
receives a (HL) distance as an input and gives
a chain of mean time to failure (MTTF) samples
f¢ as an output. These samples are then used
in (6) to fit a Gamma distribution using maximum
likelihood estimation (MLE), which makes the prior
for the HL MTTF f,. (7) assumes that the un-
interrupted uptimes u;, € U, of HL h follow an
Exponential distribution. As a HL is composed
of a potential series of links, a Hyperexponential
distribution would theoretically be more appropri-
ate. However, the Exponential distribution was
preferred due to the lack of data, the reduction
of parameters, and the computational complexity.
(8) utilizes the number of failure events n/ of HL
h and models them with a Poisson process, with
the average rate of occurrence determined by the
total uptime of HL A, ¢}, divided by the mean of
the underlying distribution f,. Similar to egs. (5),
(6) and (8), the egs. (9) to (11) serve the same pur-
poses but for CHLs, with the distinction that CHLs
have no failure events. T is the total measurement
time, where downtime and uptime measurements
are interrupted. (12) defines the prior for the mean
time to repair (MTTR) r; common for all HLs. (13)
models the downtimes d € D of all the HLs us-
ing an Exponential distribution. (14) uses again a
Poisson process to model the number of the repair
events nl; during the aggregated uninterrupted
downtimes of all HLs t%,. The model from egs. (1)
to (14) is implemented using the Turing.jl”! prob-
abilistic programming language (PPL). We use
the No-U-Turn Sampler (NUTS)!®, a Monte Carlo
Markov Chain (MCMC) inference technique, to fit
the model to the data and get the posterior distri-
butions. MCMC techniques are powerful because
they enable the inference of posterior distributions
without analytical solutions. Therefore, no formula
for the posterior distribution is found, but rather a
chain of samples representing the posterior dis-
tribution. The posterior samples can be used to
calculate moments of the posterior distributions or
to compute new quantities by performing opera-
tions on them.
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Fig. 4: Connection availability estimations
Evaluation across all HLs approaches the real availability on

This section evaluates the developed model on
the simulated multi-domain topology of Fig. 1. We
assume to operate the German network!® and is-
sue connectivity requests from its border nodes to
the circled nodes of the French network['%. The
data and the real link MTTFs and MTTRs are gen-
erated similarly to*l. It involves exponential link
uptimes and downtimes using a reciprocal relation-
ship between the link distance and failure events
and an added layer of Gaussian noise. The real
availability can then be deducted using the avail-
ability formula eq. (15).

MTTF
MTTF + MTTR

Combining the posterior chain samples from
egs. (6) and (12), we compute the posterior HL
availability a;, with eq. (16) and plot the result in
Fig. 3.

availability = (15)
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Fig. 3 shows the posterior availability distribution
for all HLs. A Gaussian kernel estimate is used to
visualize the posterior samples, and a black line
is drawn for the median value. As a baseline, we
use the interval availability, i.e., the experienced
availability of the assumed HL, given by eq. (17)
and denoted with a rectangle.

(16)

uptime

interval availability = : -
y uptime + downtime

(17)

The real availability of the HL is noted in Fig. 3 with
a rhombus. We observe the probabilistic nature
of our model, thanks to which it can incorporate
uncertainty. Furthermore, taking the mean point
estimates of the posterior availability distribution

average 47 % better than the interval availability.

We get the posterior connection availabilities by
multiplying the HLs and CHL posterior availabili-
ties of a connection, i.e., their posterior samples.
These are similarly plotted in the upper part of
Fig. 4, with the interval connection availability and
real connection availability values. We notice that
the real availability almost always falls within the
plotted range of the Bayesian estimations. The
lower part of Fig. 4 plots the absolute errors of the
Bayesian model and the interval availabilities. The
mean of the posterior availability distribution sam-
ples was used for the circular markers. The error
using the full posterior distribution is depicted start-
ing from a 90 % highest density interval (HDI) with
lighter shades to a 10 % HDI with darker shades
and increments of 10 %. The HDI is the narrowest
interval containing the specified probability mass!®!.
On average, a 54 % improvement over the interval
availability is achieved.

Conclusions

This paper introduced the first model to estimate
external IP-optical connection availabilities using
Bayesian techniques. Modeling external domains
is vital for multi-domain decision-making but chal-
lenging because information is missing. The de-
veloped model only needs the external connection
uptimes and downtimes, based on which the hy-
perlinks and their availabilities are derived. It uses
priors from an informed model built based on the
internal domain. The model improved accuracy
at the order of 50 % compared to the de facto ap-
proach of interval availability. The probabilistic
nature of the estimations enables the incorpora-
tion of uncertainty in operation strategies. Along
these lines, Bayesian modeling emerges as a pow-
erful tool and an exciting research area for optical
networks.
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