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Abstract—Personalized, mobile, and location-aware services
definitely require the federation of administrative domains, i.e.,
access network operators, content and service pralgrs. Various
federated operator scenarios, reflecting differentevels of content
and service aggregation, require the secure setug a Circle of
Trust. Standards and technologies, such as proposedy the
Liberty Alliance Project or by application of the Security
Assertion Markup Language (SAML), already support the idea of
building federations by connecting identities, role, and profiles.
But the option of protecting different levels of pivacy for the user
is yet not guaranteed. This paper introduces a coept for the
federation of identities and roles between adminisative domains,
while still protecting the privacy of the customerby the use of
identity concealment and dynamically created federtad
identities. The concept enables a very efficient,esure and
adaptive privacy protection for service registration at different
layers, having access control to value-added sereg, as well as to
network services.

Index Terms—Federation, Identities, Identity Token,
Privacy, Security, SAML

I. INTRODUCTION

Future networks will necessitate various relatiopshi

service access to consumers as seamlessly as Ipossite
protecting their privacy, and for integrating nemtiges (such
as administrative domains or value-added servioeigers). It
may be desirable to separate the service infrasteifrom the
access network infrastructure in order to delivervises
regardless of specific access technologies or #gcur
mechanisms. These issues are currently being oisshr
within the IST project DAIDALOS [1].

This paper focuses on future federated operatanasices
and their challenges for protecting privacy and aggmy
identities and roles. In Section I, we will preséme security
infrastructure needed. We will state the scenatias drive it
in its requirements in 1l.A and the privacy threats wish to
deter in Sub-section II.C. In Section Ill, our mbde
described with an introduction to identity conceptslil.A,
adding federation to our identity model in IlI.BL.C defines a
token used for authentication/authorization proceslu In
[11.D, we will describe the model usage and thevacy
obtained. Ill.E mentions other utilizations of thencept in
authorization on access network. Finally, Sectidrptesents
the conclusions we reached and some future reseasetded.

Il. DISTRIBUTED SECURITY INFRASTRUCTURES

between different entities, such as service prasgide A. Federated Operator Scenarios

network operators and service consumers. Securdicst
will be required for the management of multiple wants with
their corresponding consumer identities, for thtedgnation of
authentication and authorization mechanisms, faviding

Manuscript received February)&005.

B. Weyl is with BMW Group Research and Technolodyunich,
Germany (e-mail: benjamin.weyl@bmw.de).

P. Branddo is with University of Oporto, Oporto, riegal (e-mail:
pbrandao@ncc.up.pt).

A. F. Gbmez Skarmeta and R. Marin Lopez are witivesity of Murcia,
Murcia, Spain (e-mail: {skarmeta, rafa}@dif.um.es).

P. Mishra is with Institute for Infocomm Resear@ingapore (e-mail:
parijat@i2r.a-star.edu.sg).

C. Hauser is with University of Stuttgart, StuttgaGermany (e-mail:
hauser@ikr.uni-stuttgart.de).

H. Ziemek is with Fraunhofer FOKUS, Berlin, Germarfg-mail:
ziemek@fokus.fraunhofer.de).

The work described in this paper is based on =sltST FP6 Integrated
Project DAIDALOS. DAIDALOS receives research funginfrom the
European Community’s Sixth Framework Programme.riAfram this, the
European Commission has no responsibility for theent of this paper. The
information in this document is provided as is aedguarantee or warranty is

Future networks pose new challenges to serviceatqrsy
service provisioning platform operators (SPPO), teon
service providers, and access network operatonstinducing
multiple administrative domains and federationsyali as by
introducing users who simultaneously have multigientities
and maintain multiple sessions on different devices

Provider deployment can and will be based on dévers
settings: (a) Some providers will not possess aggurity

framework and rely on SPPO to provide them with the

complete infrastructure for hosting the servicecGamting,
decision points, enforcement points, etc.); (b)thé¢ other
extreme, there will be providers with a full-blovgecurity
infrastructure, where policies are defined and exd in their
own domains; (c) In between, there will be provideith only
accounting servers or with only policy decision msj etc.
These scenarios (in particular, “a” and “c”) motvais to use
concepts of federation. Even the all-in-one provigase “b”)
will be accessed by users of other domains, andregjuire

given that the information is fit for any particulpurpose. The user thereof SOMe federation. Federation can allow for interemtions

uses the information at its sole risk and liability



between SPPO, service providers, and, in genesdlyeen
administrative domains.

B. Security Requirements of a Federated Infrastructure

2. A user may wish to achieve the same privacyl$efa,
(b), as above, but with respect to the service idesv
whose service he/she is accessing.

Maintaining a homogeneous level of security and with regard to the last concern, a service providay still

guaranteeing a high level of seamless access ticaserin
these environments is complex and challenging.foh&wing
issues are relevant:
» There will be multiple authentication mechanisms;
« Single-Sign-On (SSO) for
administrative domains which will be needed,;
« Authorization may be distributed, i.e., policiesdted at

multiple services and Il

look for patterns of usage, etc. to link multiplendce
invocations back to the same user. We consider rikls
acceptable.

PRIVACY AND IDENTITY MODEL

A. Overview of the Identity Model

different administrative domains may be combined to In distributed networks users may have multiple tcurts

perform the authorization decision;

with different providers, using various digital id#ies. Future

+ One user may have multiple identities, with muéipl networks will have to provide an identity managemen

providers;

e There will be multiple sessions of multiple usesing
multiple devices;

« There will be contracts between all participatimgjtees.

framework which (a) ensures that services can beopalized,
(b) allows users to keep control over their privaey and yet
guarantees that a consumed service can be chargeel tight
person and (d) allows tracking of malicious servisage. The
identity management framework must be able to ifatdl

Within DAIDALOS, we have chosen to use the Securitprivate information to be flexible, ranging fromlaating a
Assertion Markup Language (SAML) [2] for integragin user to access a service without the service getdny
distributed authentication, authorization and SSéro i information about the user (and being nonethelesd for
federated, Beyond-3G operator concepts [3][4][5AME  Providing the service), to letting the service ascehe user’s
standardizes the exchange of information about er'sis private information (even when ndirect contract exists
authentication status, authorization decisionsatiibutes. By between service and user) in order to provide & possible
applying SAML, the authentication infrastructurendze made service. In other words, it has to be able to ptewiifferent
independent of the specific mechanism used for tH@vels of security and privacy, allowing usersriade privacy
authentication of users. In addition, SAML suppo8SO against convenience when necessary. Access to any
across administrative domains. information, of course, has to be granted by ita@w

The main advantages of introducing a standardieedriy Leveraging on some current research [6][7], in the
infrastructure are: (a) Standardized exchange afurtg DAIDALOS project we developed a model for achievihg
information between different administrative donsain(b) above goals. In our model, a user can choose taetity
Facilitated mobility management and joint secusgrvices he/she wants to use to authenticate and registesefwices.
across different domains; (c) Independence frometyicig VWhen the user signs a contract, an identity undectwthe
specific security mechanisms provided within a leirdpmain; contract and the respective profiles and rights deftned is
(d) Easy integration and federation of independetices issued. This identity, called Registration IdentifgegID),
(value-added, content, etc.) into the securityaistiucture. holds the information necessary for charging itsnemy and

These advantages result in a decoupling of valdecd can be seen as the system representation of thersif the
service provider's infrastructure from access nekwo contract. For the purpose of having different lsvefl privacy,

infrastructure on one hand (distributing servicetependently
from specific access technologies), and on the rotand
enabling the usage of the same security functiteslifor

Virtual Identities (VID) are defined on-the-fly. €ke identities
are always related to a ReglD and can share aboe of the
RegID’s attributes. As such, they are privacy-eedband

possibly anonymous representation of the ReglD. The
following key assumptions for identities are define
» Each operator assigns one RegID to each custorhér. T
ReglID is unique in the operator's domain. The RegD
operator confidential.
Services are accessed only with VIDs. All custonélis
have to use at least one pre-defined VID. Additiona
VIDs can be defined by the user for the usage etifip
services and federations across administrative ghema
» The operator’'s authentication, authorization arargimg
subsystems are the only components allowed to hep t
VID to the RegID. The RegID is not transmitted otfes
network.

network security and building secure federationsorgnall
participating entities.

C. Threats Againgt Privacy

We assume that the authentication and authorization
protocols are robust against passive and actiaelkatt That
still leaves the user with some privacy concerns. &nsider
the following scenarios:

1. A user may wish that a passive attacker snoopirne
network (a) is unable to find his/her “real” idempti
and/or (b) is unable to connect multiple conneitm
a given service in order to build a usage profile;



« Each RegID should be associated with a RSA key pdderations, but also being able to handle idertitg access

issued by the operator. This can be used for tireagire
in the ID-token (see 111.C).

« Each VID can be associated with a RSA key pairedsu

by the operator. This key pair can be used foredfit
cryptographic functions (e.g., they can be usedtferlD
payload in IKE negotiation of an IPsec tunnel [8]).

e SSO over multiple operator domains will requirdeita
globally defined name space guaranteeing ID unigsgn
or ‘“identity mappings” (e.g.,
VIDs) between operators.

These key assumptions result in the design of antity
management system with the relationships shownign E
The Identity Manager of the operator (being a @mmeponent
of the authentication, authorization and chargimit)umaps
VIDs to RegIDs. VIDs can have different roles andfites.
These profiles hold the attributes that are allowebte given
to the service accessed with the VID, includingvieer
specific attributes and rules. Since at generattone,
attributes of a VID can be easily copied from a piate,
multiple VIDs can be generated and used to accessvice in
a consistent, personalized manner.

The normal usage of VIDs protects privacy on sdesar
1(a) and 2 (a) mentioned in Section II.C, as ther's real
identity is never revealed. By changing VIDs oftéevels
1 (b) and 2 (b) can be achieved as well. If the ugmnts to
have a maximum level of privacy, VIDs will have e used
randomly or even for one time only, requiring thengration
of VIDs dynamically.
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Fig. 1: Mapping of identities with profiles

B. Identity Federation

The federation of identities between administratieenains
implies the setup of a trusted relationship and sharing of
various identities, attributes and profiles. Privd@as to be
controlled from the user-perspective and thus lexilfle.
Hence, the user defines the federation rules, the. policies
and restrictions for the federation of specific ntites and
profiles. These issues strongly demand a compoaielet to
operate as an independent and trusted entity hgildd secure

1 VID generation is not discussed in this paper; é@v, in summary,
VIDs need to be registered or cryptographicallkédid to the RegID. This is
even more necessary for VIDs with keys associated.

mapping/federation of

management between administrative domains protedtie
users’ privacy.

The Federation Manager, as shown in Fig. 2, hantiies
needed federation of Identity Managers and (SAME3ékting
Authorities across administrative domains.

Administrative
Domain A

Administrative
Domain B

Identity
Manager

Identity
Manager

Federation
Manager

Federation
Manager

Asseritng
Authority

Asserting
Authority

Fig. 2: Federating identities between administeaiemains

Various types of federations related to the desecrildentity

model are possible:

*  “Virtual domain” federation, based on mapping ReglD
In this case, the user decides to federate admatiist
domains revealing all VIDs and profiles to all
participating entities within the federation. Festen
based upon a RegID is only reasonable, if the waeits
to define one single “virtual” domain, i.e., alltdaabout
ReglIDs is shared between administrative domains.

e Privacy enabled “virtual domain” federation based o
mapping RegIDs: In this case, too, the user decides
reveal all identities and profiles, but the infotioa is
anonymized to entities belonging to the other domai
This is done by a translation between the ReglDisotti
domains within the Federation Manager.

» Federation based on mapping VIDs: In this caseyusae
selects specific VIDs of each administrative dontaibe
federated, in order to control his/hers privacyeTuser
can define specific rules for this federation. The
Federation Manager controls the type of federatioles
and policies the user has defined. The mappindcef t
identities then takes place within the Federatiankber.

Service Provider ’ Content Provider ’
Service Provider ' Content Provider '

Service Provision

Identity Manager

Authentication and
Authorization

Asserting Authority Content Services

Heterogeneous
Network Infrastructure

Federation Manager Presentation

[0

Service
Selection

Federated Identity and
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Identity
Selection

Authentication
& Authorization

E Mobile Terminal
Fig. 3: Components of the federated infrastructure

It is important for the user that his/her level mivacy,
although controlled by him/her, is the least ohdive as
possible. Fig. 3 shows all components necessabyitd up a
secure identity federation based on the describaaem



C. ldentity Token Concept

In the DAIDALOS project, there will be innumerous
authentication/authorization requests for the ugersmall
credential that can be reused several times angedam a
user's authorizations settings is needed. The SAdvifact
poses as a good candidate, as it is a pointer tasaertion
where the user’s authorization statements coulkielpe. It has
the problem of not being reusable. Thus, the attifias to be
enhanced for providing sufficient security over tmetwork.
This led to the Identity Token (ID-token) contaigir{see
Fig. 4):

e The VID as the identity used for the specific seevi
request whose identifier is of the form string@meal
A random number that makes the ID-token differeathe
time it is sent,

A sequence number to help avoid replay-attacks/aitse

is maintained by the Asserting Authority,

A SAML artifact that references the appropriate SAM
assertion referring to the RegID,

Sgnature is a digital signature made over the whole 1D
token by using the sender’s private key—in mosesas
the key associated to the RegID.

Random Number Serial Number Artifact

Signature (by using Sender’s private key)

VID=string@realm

- Encrypted by using Receiver's public key
Fig. 4: Content of an ID-token

D. Identity Concealment for Authentication/Authorization

The Asserting Authority, in conjunction with theelatity
Manager, plays an important role in concealing fiies and
protecting users’ privacy. The ReglID is never résgand is
concealed by using VIDs.

The Asserting Authority has the
functionalities for concealing the RegID:
Asserting and providing
successful authentication via an authenticatioeréies.
Authentication takes place based on a user's Vibe T
VID is mapped to the respective RegID (by accestirg
Identity Manager) and an authentication assertisn
generated and stored. Thus, the Asserting Authgcgty
prove one’s authentication to another entity witkiire
federation.

Issuing authorization decisions: For authorizirgpacific

following main

user to a requested value-added service, the Policy k--------

Enforcement Point of the service can
authorization decisions from the Authority. The é&dihg
Authority issues the authorization decision basedhe
policies and profiles it holds connected to thedbig of
the VID and the Service Identifier (the access gfianm
Fig. 1).

Collecting and issuing users’ attributes and pesfillf a

information on a user's

service has to be personalized for the user, it regyire
some attributes and profiles. The authority catecothe
required attributes from the profile associateth® VID
and issue them via an attribute assertion.

The concept has been successfully integrated withén
DAIDALOS testbed. Fig. 5 illustrates the process the
purpose of authentication and authorization.

(1) A specific VID for authenticating at the Authimation
Authority is either autonomously chosen or seledigdthe
user (depending on user’s previous configuratibis)ng AAA
(Authentication, Authorization and Accounting) maaisms
[9], the VID and its credentials are routed to #lughentication
unit at the “home provider.” (2) Provided credelstiare
verified and the user authenticates against theesacc
management system. (3) The Authentication Authority
requests the generation of an authentication @@sefttased
on the successful authentication) from the Assgrinthority.
The Asserting Authority (4) maps the VID to the R2g(5)
creates an authentication assertion and ID-toketh directly
related to the ReglD, and stores the data. (Tyegassertion
to the RegID, instead of the VID used for perforgnithe
authentication, guarantees that the authenticat&s®ertion is
mapped to all VIDs related to the RegID.) The IRen
including the SAML artifact, is sent to the Mobilerminal
(MT), where it is stored for further service regisesnd
network access authorizations.
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: serviceAccess |

requeﬁg. 5: Authentication/authorization process

(6) A specific VID is used for accessing a servime
network. Valid VIDs can be requested from the Ildgnt
Manager. The ID-token is included in the requestthe
specific enforcement point of a value-added servicea
network service. (7) The enforcement point of tleevise



requests information on the user’s successful atittaion
and authorizations from the Asserting Authority.tekf (8)
validation of the ID-token, (9) authorization tocass the
service is checked. Because the service is notvedloto
obtain the authentication assertion related to ReglD
directly, a new assertion for the currently usedD Vis
generated (10), which contains profile, attributend a
authorization information. This information is theansferred
to the enforcement point.

The described scenario presupposes all componerntei
same domain. An inter-domain process would involkre

authentication/authorization status of the MT, samplex
authentication mechanisms and round-trips are estiio a
minimum. A detailed analysis of the additional silling load
incurred by the SAML-based Id-token approach arsl it
performance aspects have to be left for furthesystu

IV. CONCLUSION

In beyond-3G systems, very complex relations betwee
entities and administrative domains emerge, andrigds a
challenging task. In order to support various fetfederated
operator scenarios, a very flexible security inftadure is

Federation Manager to map the VID according to thgqguired. The federation of identities, profilesl attributes on

federation model used (as described in Sub-seliti&).
The identity model and the federation architectiescribed
make possible that the user’s real identity ReglReipt within

one hand is a requirement for enabling personaliaed
mobile location-aware services. On the other hand,
controllable and adjustable privacy has to be cehe

a few trusted components (the home operator's AAfjescribed concept enables a highly flexible and/agyi-

infrastructure) and that the user is able to “disgu
him/herself by using how many VIDs he/she wishes.

E. Further Applications
Up to now, XML technologies like SAML were suppoded

be transported via SOAP and HTTP, thus being mainﬁ/

integrated on the application level. For that reas®AML is
applied for security within the service infrasture. In order
to benefit from these technologies for authenticatiand
authorization within an access network infrastreeias well as
on the link and network layer, existing protocoted on this
layer have to be adapted and extended properfiactn some
proposals like those suggested in “Using SAML ft?"J10]
have started to envision a new usage of SAML witthia
context of service authorization. In the area otwoek
authentication, current, well-established protocale the
Extensible Authentication Protocol (EAP) [11], perhed
over the link layer, PANA [12] for carrying EAP gdaats over
IP between terminals and the access network sefgethe
network layer, and DIAMETER [9] for transporting eth
authentication protocol to the desired backend emtitation
and service infrastructure. In this context, netwaccess, and
especially QoS enabled network services, coulddmsidered
just like any other service being managed by aightion
procedures. Within the DAIDALOS architecture, theise
ongoing work to use the model described here cdupli¢h
PANA, EAP and DIAMETER for network authenticatioA.
separation of initial authentication and serviceharization
has been considered, where the initial authenticatakes
place when the network session is being createdhendser is
not in possession of an ID-token yet. In this pss¢eéhe user
will recover an ID-token to enable the federaticervice
access for him/her.

For the purpose of network re-authentication anst-fa
handover, the integration of the ID-token conceml SAML
within EAP is being considered and evaluated ad. Wdle
intention is to have a very efficient mechanismrietwork re-
authentication and authorization supporting theigation of a
user’s privacy. Using the ID-token concept for ascretwork
re-authentication enables a simpler and directrifgo? to the

protecting identity and role management for fedstatperator
scenarios. Identities are concealed but servicetooption is
personalized, thus protecting the users’ privacy.applying
this concept, applications such as network andevatided
ervice authorization, fast hand-over, QoS andecaitansfer
an be optimized. An extensive comparison to thieeitty
Alliance Project [13] will be described in futureuk.

One of the aspects requiring future analysis istthee-off
between the dynamic creation of VIDs and the assedi
cryptographic material needed for the security fiams. In
that sense, the possibility of several VIDs sharngair of
RSA keys could help to reduce the computationat obshe
management, although reducing the privacy of tiséesy.
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