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Abstract– With the exponential growth of the Internet and the 
wide deployment of cellular networks, there is a trend to inte-
grate the Wireless LAN (WLAN) and cellular networks. As the 
network evolves, it is believed that in the future, there will be all-
IP based wireless networks, and the interworking will be based 
on an IPv6 platform. For the interworking of UMTS and the 
WLAN, and providing Mobile IP service across administrative 
domains, a generic AAA architecture and mechanism are 
needed. In this paper, the security requirements for Mobile IPv6 
and its deployment across administrative domains are pre-
sented. The proprietary authentication and key derivation 
mechanisms for UMTS, the WLAN and the Internet are intro-
duced. It is proposed that authentication for the interworking be 
performed on the IP layer, and both IP layer and link layer key 
materials be derived after authentication. In addition, it is 
revealed that Context Transfer protocol has its limitations for 
handover in heterogeneous networks, and accordingly re-
authorization and new link layer key derivation procedures have 
been proposed. 

Key words: AAA, Security, Heterogeneous networks, Han-
dover

I. INTRODUCTION

The second generation (2G) wireless systems have been a 
great success in the last decade. A mobile user, having a sin-
gle contract with a service provider, can have network access 
either from his home service provider or other service provid-
ers, which is supported by the roaming agreement between 
service providers. Paying a single bill and having services at 
any-time, any-where provide users great convenience and 
partly account for the success of cellular systems.

With the exponential growth of the Internet and the wide 
deployment of cellular networks, wireless Internet is becom-
ing a reality. Owing to the limited bandwidth and expensive 
service price of cellular networks, there is a trend to integrate 
the Wireless LAN (WLAN) and cellular networks, which will 
provide users with any-time, any-where connections as well 
as high speed and low cost data services within limited cover-
age areas.

As the network evolves, it is believed that in the future, 
there will be all-IP based wireless networks, and the conver-
gence of different technologies will be based on a common IP 
platform [1]. There is active research work on IPv6 based 
wireless networks, an all-IP wireless network architecture 

based on IPv6 is currently being developed and implemented 
by the IST project Moby Dick [2]. 

In the future, having a service contract with the home net-
work, a mobile user with a multi-technology terminal can 
have Internet access using various access technologies both in 
the home and foreign networks, independent on user location. 
This requires a mobility management protocol, that can route 
user data independent on user location. This problem has 
been well solved by Mobile IP [5], which has been developed 
to enable a mobile node to roam freely between IP networks. 
To extend Mobile IP for business operation across adminis-
trative domains, Authentication, Authorisation and Account-
ing (AAA) are considered necessary [12]; that is, in order to 
use local resources from a foreign network, a mobile user has 
to be authenticated and authorized locally. There is currently 
active research work in this area in IETF. A generic AAA 
architecture [10] has been proposed, and Diameter Base Pro-
tocol [14] has been specified as an AAA framework for appli-
cations.

For mobile Internet access, certain security associations are 
considered necessary. For example, Mobile IPv6 mandates 
the use of IPsec [9] to protect the integrity and authenticity of 
Binding Updates and Acknowledgements [5]; Mobile IP 
AAA Requirements [11] require security associations 
between a mobile terminal and the local and AAA home 
server. Usually, it is difficult to pre-establish all these security 
associations, and they have to be dynamically established. 

To enable the convergence of different wireless technolo-
gies in an IP network, link layer security for wireless access is 
also indispensable. UMTS and the WLAN each has its own 
mechanisms for authentication and link layer security [3][25]. 
The author argues that link layer security is imperative for 
wireless network access no matter how well higher layer 
security mechanisms work. 

The problem arises how to efficiently carry out mobility 
and AAA procedure, considering both IP and link layer secu-
rity for wireless network access across administrative 
domains; and how to make the influence of security mecha-
nisms on handover minimal. This is the focus of this paper, 
and it is organised as follows. Section II gives an overview of 
Mobile IPv6 and its AAA security requirements. Section III
reviews the state-of-the-art authentication and key manage-
ment of UMTS, WLAN 802.11 and the Internet. Section IV



proposes the authentication and security key derivation mech-
anism for interworking. Section V presents new handover sig-
nalling for interworking. Section VI concludes this paper.

II. MOBILE IP AND AAA SECURITY REQUIREMENTS

A. Mobile IP

Mobile IPv6 has been developed to enable a Mobile Node 
(MN) to maintain its connectivity to the Internet when mov-
ing from one Access Router (AR) to another. In Mobile IPv6, 
a MN is expected to be addressable at its home address, 
which is an IP address with the prefix from its home network. 
While a MN is attached to a foreign network away from 
home, it configures a Care-of Address (CoA), an IP address 
that has a subnet prefix from the local network, and sends a 
Binding Update message to register its CoA with a router 
called Home Agent (HA) in its home network. The HA 
replies to the MN by returning a Binding Acknowledgement 
message. Thus, when packets are sent to the home address of 
the MN, they can be redirected by the HA to the CoA of the 
MN, and a MN can maintain its connectivity when away from 
home. But there is a period during handover while a MN is 
unable to send or receive packets due to link layer switching 
and protocol operations. In order to provide seamless mobil-
ity, Fast handovers [6] and Hierarchical Mobile IP [7] have 
been proposed as extensions to Mobile IPv6 in order to 
reduce the handover latency and packet loss. 

B. AAA infrastructure and protocols

To extend Mobile IP for business operation across admin-
istrative domains, AAA are considered necessary [12]. When 
a mobile user needs to access resources provided by an 
administrative domain other than his home domain, he has to 
be authenticated locally in order to make sure he is the right 
user, authorised to use resources he is entitled to, and accord-
ingly be charged for the service.

Although in cellular networks, e.g. GSM and UMTS, the 
mobility and AAA problem are well solved and the algo-
rithms are widely used, they are still at its inception phase in 
the Internet. There is currently active research work on AAA. 
IRTF AAAarch Research Group has proposed a generic AAA 
architecture [10] in order to support a wide variety of applica-
tions, which require AAA functionality and operate in a 
multi-domain environment. In such an architecture, generic 
AAA servers are deployed in different domains, which are 
capable of authenticating users, handling authorization 
requests, and collecting accounting data. 

Mobile IP AAA Requirements [11] describe an infrastruc-
ture enabling AAA servers to authenticate and authorise net-
work access requests from MNs. A MN belonging to its home 
domain requires resources in a foreign domain by providing 
some credential to a local attendant. The attendant consults 
the local AAA authority (AAAL) for proof of the credentials 
using a secure channel. The AAAL may not have enough 

information to verify the credentials, it will contact an exter-
nal authority, the MN’s home AAA server (AAAH), to obtain 
necessary information. The current widely deployed AAA 
protocol is RADIUS [13], which was initially designed to 
provide dial-up Point-to-Point Protocol (PPP) and terminal 
server access. But it has certain limitations to be used as an 
AAA protocol [15]. A new AAA protocol Diameter [14] is 
designed to provide an AAA framework for applications such 
as network access or IP mobility, which is considered accept-
able as an AAA protocol [15]. Its extension for Mobile IPv6 
[16] has also been proposed.

Fig. 1. Mobile IP AAA model and security associations
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C. Security association requirements

For the deployment of Mobile IP in a commercial environ-
ment, security can never be overemphasized. IPsec [9] pro-
vides the capability to secure communication across the 
Internet. A key concept for the authentication and confidenti-
ality mechanism in IPSec is security association, which is a 
one-way relationship between a sender and a receiver, and 
offers security services to IP traffic. In order to have IPSec, 
secret keys have to be generated and distributed to communi-
cation partners manually or using protocols, such as IKE [17]. 

Mobile IPv6 specifies a security model and mandates the 
use of IPsec to protect the integrity and authenticity of Bind-
ing Updates and Acknowledgements [5] between a MN and 
its HA. In addition, Mobile IP AAA Requirements [11] also 
require security associations as depicted in Fig. 1. The data 
communicated between the AAAL and local attendant can be 
assumed via a secure channel, because they are in the same 
domain. It can also be assumed that there exists a long-term 
secret key shared by the MN and the AAAH owing to the 
service contract. The communication between the AAAL and 
the AAAH can be protected by a pre-established secure chan-
nel thanks to the roaming agreement between the two 
domains. For the security association between the MN and 
the HA, Mobile IPv6 requires manual and also allows auto-
matic key management with IKE. However, manual configu-
ration is not scalable, and IKE for Mobile IP requires many 
message exchanges between the MN and HA [8]. Moreover, 
it is also difficult to pre-establish the security association 



between the MN and the local attendant, therefore, it has to be 
dynamically established upon request.

III. STATE-OF-THE-ART 

After discussing the Mobile IP and AAA security require-
ments. In this section, the state-of-the-art authentication and 
key management methods of UMTS, the WLAN and the 
Internet are presented. 

A. UMTS

UMTS achieves mutual authentication of a user and the 
network based on a challenge-response and a sequence 
number-based protocol [3]. It uses a long-term secret key K, 
which is shared between and available only to the User Serv-
ices Identity Module (USIM) in the User Equipment (UE) 
and the Authentication Centre (AuC) in the user’s Home 
Environment (HE). Initially, the International Mobile Sub-
scriber Identity (IMSI) is sent from the UE unprotected to 
Visitor Location Register (VLR)/Serving GPRS Support 
Node (SGSN) via the Radio Network System (RNS), and fur-
ther forwarded to the Home Location Registor (HLR) of the 
UE. In the HE, authentication vectors are generated, each 
vector consists of a random number RAND, an expected 
response XRES, a cipher key CK, an integrity key IK and an 
authentication token AUTN. The authentication vectors are 
sent to the VLR/SGSN, and the RAND and AUTN from one 
vector are forwarded to the UE. The UE will authenticate the 
network using the AUTN. If authentication is successful, it 
will compute a response RES, a cipher key CK, and an integ-
rity key IK using the secret key K and RAND. Authentication 
of the user is successful if the XRES and the RES from the 
user are the same. CK and IK will then be forwarded to the 
RNS to be used as the cipher and integrity key. The authenti-
cation procedure is depicted in Fig. 2.
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Fig. 2. UMTS authentication and key agreement
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UMTS security keys CK and IK are derived during authen-
tication by both the UE and the network. They belong to the 
conventional cryptography type [18], that is, both the sender 
and the receiver share the same secret key. Most control sig-
nalling information elements sent between the MS and the 
RNS are considered sensitive and are thus integrity protected 
using the integrity key IK. User data and some signalling 
information elements considered sensitive are confidentiality 
protected using the secret key CK. After handover, the secu-
rity keys remain unchanged.

B. 802.11 WLAN

The initial WLAN 802.11 security mechanism has design 
flaws [24]. The new IEEE WLAN standard 802.11i is cur-
rently being standardized to improve the security [25]. 
Authentication of 802.11i involves three entities: the wireless 
station (STA), the Access Point (AP), and the Authentication 
server (AS). The authentication procedure is composed of 
two operational phases: establishing the 802.11 association, 
and 802.1X EAP [26] authentication, as illustrated in Fig. 3. 
During the first phase, a STA is associated with an AP, and 
the security capabilities of the AP are discovered. The authen-
tication phase uses Extensible Authentication Protocol (EAP) 
[19] as the carrier for its authentication method, and the STA 
and AS are mutually authenticated. EAP is an authentication 
framework which supports different authentication methods. 
It supports key derivation using a key hierarchy in order to 
provide key materials for the subsequent key derivation.

Establishing 802.11 association

EAP authentication protocol exchange

STA AP

802.1X RADIUS

802.1X EAP-request identity

802.1X EAP-response identity

 Access request (EAP Request)
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pairwise 

master key

Derive 
pairwise 

master key

EAP-Success/Key Material
802.1X EAP success

Fig. 3. 802.11i authentication

The hierarchical key architecture also applies to 802.11i. In 
the authentication phase, both the AS and STA generate a 
Master key (MK) as a positive indication of the authentica-
tion, and further derive a Pairwise Master Key (PMK) to be 
used by the STA and its AP. After authentication, a four-way 



handshake is performed between the STA and its AP and a 
Pairwise Transit Key (PTK) is further derived from the PMK, 
and used by the STA and the AP to protect group key distri-
bution as well as data transfer. 802.11i also provides several 
methods for data confidentiality, origin authenticity and 
replay protection. 

Because the PMK is bound to the STA and AP, when 
handover happens, a new PMK has to be derived and distrib-
uted to the STA and the new AP. In order to expedite the 
handover process, 802.11i also proposes a link layer pre-
authentication mechanism, i.e. a STA can get authenticated 
with multiple APs before handover happens. After handover, 
the STA and the new AP use a four-way handshake to derive 
a new PTK.

C. Internet

Mobile IP and AAA protocols enable mobile users to 
obtain services across different domains. Diameter is an AAA 
protocol between AAA servers and clients, it does not specify 
any particular mechanism for the network access authentica-
tion between a MN and an AAA client. IETF Protocol for 
Carrying Authentication for Network Access (PANA) work-
ing group aims to design a network layer access authentica-
tion protocol [20]. In PANA, the entity wishing to obtain 
network access is called PANA client (PaC), and the entity to 
authenticate the PaC and grant network access is called 
PANA Authentication Agent (PAA). PANA identifies EAP 
as its payload for carrying various authentication methods, 
however, does not specify and authentication method. 
Though EAP typically runs directly over data link layer, 
PANA enables EAP to run above IP.

PAA discovery

AAA interaction

PANA response 

Pac PAA AAA

Fig. 4. Protocol for Carrying Authentication for Network Access
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 Fig. 4 shows a simpli-
fied PANA message exchange. At the beginning, the IP 
address of a PAA is discovered and a PANA session is estab-
lished between a PaC and the PAA. Authentication is per-
formed by transferring EAP messages in PANA messages 
between the PaC and the PAA. The PAA may interact with a 
other AAA server to authenticate the PaC by using AAA pro-
tocols, such as Diameter.

PANA relies on EAP methods to establish a PANA secu-
rity association between the PaC and PAA to protect itself. 

By enabling fast re-authentication, PANA enable a PaC to re-
establish the session without going through the whole authen-
tication procedure.

D. Summary

UMTS and WLAN 802.11 each has its own technology 
specific method for authentication and link layer key deriva-
tion. For wireless access, link layer security is indispensable. 
The reason is that wireless access is especially vulnerable to 
attacks, thus both link layer signalling and sensitive user data 
have to be protected. For example, without link layer security, 
it is easy to launch denial-of-service attack on the link layer, 
no matter how well the upper layer security mechanisms 
work. If there is no link layer security in WLAN, an attacker 
can easily send disassociation packet to a STA or an AP and 
break the connection between them. Moreover, link layer 
encryption can also be used to protect IP packets and also 
hide the IP address of a user.

While UMTS authentication process is in fact a combina-
tion of authentication, key derivation and mobility manage-
ment, these processes are still separate in the Internet. 
Network layer AAA protocol can be independent on the 
underlying link layer technology, thus provide a generic AAA 
method for the interworking of various systems. If network 
layer AAA protocols are used for wireless access, in addition 
to the required IPsec, link layer security is also necessary. In 
principle, IP layer and link layer security keys can be derived 
in separate processes, and mobility management and AAA 
procedures can also be decoupled from each other. But the 
signalling for these procedures will require many round trips 
to the MN’s home domain, which uses a lot of bandwidth, 
and can lead to a long signalling latency. An optimal solution 
is to combine mobility management with AAA procedure, 
and meanwhile derive both IP and link layer security key 
materials.

IV. INTERWORKING AUTHENTICATION AND KEY DERIVATION

A. A general model

When preforming AAA functionality, the entities involved 
in UMTS, the WLAN and the Internet show some similari-
ties. Thus AAA for wireless Internet access in an all-IP archi-
tecture can be described by a general model. Suppose a 
supplicant has a service contract with his home network, 
when he wishes to have network access from a foreign net-
work, he has to be authenticated by the network. The creden-
tials will be sent to a local authenticator, and the authenticator 
will contact the AAAL for authentication decision. The 
AAAL may not have enough information to authenticate the 
supplicant and will again contact the AAAH in the suppli-
cant’s home domain. The entities in the general model, e.g. 
supplicant, authenticator, AAAL and AAAH each has its cor-
responding realization in different technologies, as outlined in 
Table I. There is no AAAH for PANA and the WLAN, 



because PANA only considers authentication between the 
user and the access network, and the WLAN does not deal 
with the home network.

Table 1:  AAA Entities 

General 
model

Suppli-
cant

Authenti-
cator

AAAL AAAH

Mobile IP MN Attendant AAAL AAAH

PANA PaC PAA AAA server

UMTS UE RNS VLR/SGSN HLR/AuC

802.11 STA AP AS

From the discussion in Section II, the IPsec between the 
MN and the authenticator, between the MN and the HA have 
to be dynamically established. In addition, link layer security 
between the MN and the authenticator is necessary. If link 
layer security between the MN and authenticator exists, the 
IPsec between the MN and attendant may not be necessary. 

B. Authentication 

In future all-IP based interworking scenario, wireless 
access points will also be IP routers, for example, the archi-
tecture developed by Moby Dick [2]. The advantage of IP 
layer authentication method is that it is a generic method, 
which can be used for various link layer technologies, and 
independent on any link layer technology [20]. Therefore, it 
is suitable for future all-IP based interworking scenario. Con-
sidering the state-of-the-art technology, a concatenation of 
PANA and Diameter can provide IP layer authentication; 
PANA is used for access authentication between a supplicant 
and an authenticator, and Diameter is used for the communi-
cation between AAA servers and clients. 

As shown in Fig. 5, the authentication process for a MN is 
a concatenation of PANA at the wireless link and Diameter in 
the network, both carry EAP messages for authentication. 
When a MN attaches to a network, it discovers the AAA 
attendant by sending PANA discovery message. Cookies are 
exchanged in the following messages, which are used to pre-
vent resource consumption attacks. EAP messages are com-
municated between the MN and its AAA servers during 
authentication; EAP allows different authentication methods 
to be used, and it is supported by both PANA and Diameter. 
The detailed messages depend on the selected authentication 
method decided by the network. For example, using UMTS 
Authentication and Key Agreement (AKA) algorithm in EAP 
messages [23], the MN and the access network are mutually 
authenticated requiring only one round trip signalling back to 
the home network. It is a similar procedure as UMTS authen-
tication illustrated in Fig. 2. But the authentication messages 
exchanged are EAP messages carried in IP packets. Messages 
are exchanged in the wireless link using PANA, and in the 

network using Diameter with the help of the AAA infrastruc-
ture. 

The attendant can be an AR providing Mobile IP service, 
and also acts as a PaC to communicate PANA messages with 
the MN, meanwhile, functions as an AAA attendant to com-
municate with the AAAL. Depending on the wireless technol-
ogy used, it can preform networking and radio functions 
either as the RNS in case of UMTS or AP in case of WLAN. 
If the attendant has a wireless interface with the MN, it also 
requires link layer security keys to protect the wireless com-
munication. 

The authentication scenario mentioned here is a generic 
network layer approach, independent on any link layer tech-
nology. Different authentication methods can be supported 
thanks to the use of EAP. It requires only AAA infrastruc-
tures without extra security authority, thus is flexible and 
scalable.

MN Attendant AAAL AAAH
Discovery

Start [cookie]

Start [cookie]

Auth. request

Auth. request

Auth. request
Auth. request

Auth. response
Auth. response

Auth. response

PANA Diameter

EAP

Fig. 5. Authentication signalling

 The AAA infrastructure can also be used to optimise 
mobility management. For example. Diameter Mobile IPv6 
extension [16] uses the AAA infrastructure to support mobil-
ity management and to distribute security keys. This in addi-
tion requires an interface between the AAAH and AH.

C. Key derivation

Key materials for IPsec required by Mobile IP can be 
derived using IKE, but it requires several round trips to the 
home network. Instead, AAA entities can play a major role in 
key derivation and distribution. Using Diameter to assist key 
distribution, key materials can be derived using random num-
bers or Diffie-Hellman mechanism [16]. In order to have 
secure link layer connection, link layer security keys have to 
be derived. This can be achieved by combining it with IPsec 
key derivation. 

Both PANA and Diameter use EAP to carry authentication 
messages, and EAP uses a hierarchical key architecture. The 
hierarchical key architecture will be beneficial for link layer 
key derivation, as well as inter-technology handover, which 
will be discussed in the next section. For example, key deri-



vation based on random numbers is as follows. After receiv-
ing the authentication request for a MN from an AAAL in a 
different domain, the AAAH generates two random numbers, 
one for the IPsec between MN and HA, and the other for the 
link layer security key between the MN and the attendant. 
The AAAH then derives IPsec and link layer key materials 
using the two random numbers, and the long-term secret and 
key derivation algorithm shared with the MN. The IPsec key 
material will be sent to the HA in a secure channel in the 
MN’s home network, and the HA will use the key material to 
derive inbound and outbound IPsec keys shared with the MN. 
In the authentication response message, the AAAH sends the 
AAAL the link layer key material and two random numbers 
using Diameter messages. And the AAAL will use the link 
layer key material as an EAP Master Session Key (MSK) to 
derive a Transient Session Key (TSK) and send the TSK to 
the attendant for specific link layer cipher. The two random 
numbers generated by the AAAH will be also be forwarded 
the in the authentication response message and further sent to 
the MN. The MN will use these two random numbers and the 
long-term shared key to derive key material for IPsec with the 
HA, and also the MSK and TSK.

Fig. 6. Derived key material 

MN AAAC AAAL HA
EAP TSK

EAP MSK

IPsec key material

The proposed scenario is a combination of authentication 
and key material derivation for both IPsec and link layer. The 
derived keys are shown in Fig. 6. The MSK is shared between 
the AAAL and MN as an indication of positive authentica-
tion. The TSK is shared between the MN and the attendant, 
and security keys can be derived from TSK for various link 
layer technologies. Thus the authentication and key deriva-
tion algorithm are independent on the underlying link layer 
technology, therefore, is suitable for the interworking of het-
erogeneous wireless networks. This algorithm does not 
exclude any other key materials derivation, and they can be 
derived and distributed in the same way when needed. The 
specific algorithms to derive key material and security keys 
are out of the scope of this paper.

V. INTERWORKING HANDOVER

A. Requirement

Mobile IPv6 [5] does not deal with how AAA sessions can 
be re-established in a new network after handover. In order to 
quickly re-establish the service context after handover, Con-
text Transfer protocol [21] has been proposed by IETF. Serv-
ice context, such as QoS and AAA context can be transferred 
from the old Access Router (oAR) to the new Access Router 

(nAR), and thus the service context can be re-established 
quickly without requiring the MN to establish it from scratch. 

Fig. 7. Inter-technology Fast Handovers signalling
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For a MN with a CoA in a foreign network, his home address 
will be used to match the IPsec security policy [5]. Therefore, 
after handover, the IPsec between the MN and the HA can 
remain unchanged. In this case, Context Transfer is useful. 

But Context Transfer, especially when used for interwork-
ing of UMTS and WLAN, has its limitations, because some 
context information can not simply be transferred, but should 
be rather renewed after handover. For example, in case of 
inter-technology handover, due to the different capabilities of 
the wireless access link, the authorisation in the old access 
link may not be valid in the new access link, that is, a service 
allowed using one access technology may not be allowed 
using another technology. In this case, before handover, the 
AAA server has to be contacted and new authorization has to 
be issued for the new access network. In addition, handover, 
especially inter-technology handover, new security keys for 
the new link layer technology have to be derived, because the 
new link layer may use different cryptography algorithm 
from the old one. It is also necessary that the new keys are 
independent from the old link layer keys, because by doing 
so, a compromise in security within one access link will not 
lead to the compromise in another. 

B. Inter-technology Fast Handovers

Since Context Transfer alone will not work for inter-tech-
nology handover, extra signalling is required for the re-estab-
lishment of AAA context in the new subnet. In order to 
reduce the handover latency induced by the security proce-
dure, new authorization and link layer keys can be obtained 
prior to handover. And this procedure can be combined with 
Fast Handovers proposed by IETF [22], so that seamless 
handover is possible, as shown in Fig. 7. 

Before handover, a MN sends a Fast Handovers Router 
Solicitation message to the oAR indicating the identity of the 
nAR to request Fast Handovers support. Before continuing 
the Fast Handovers procedure, the oAR will first send an 



AAA request to the AAAL on behalf of the MN. The AAAL 
will make new authorization and derive a new TSK using a 
challenge and the MSK shared with the MN. The AAAL then 
sends the TSK to the nAR. When an acknowledge is received 
from the nAR, an AAA acknowledge with the challenge will 
be sent to the oAR. The oAR then continues the Fast hando-
ver procedure by sending a Handover Initiate message to the 
nAR, and other context information can be embedded in this 
message. After receiving a Handover Acknowledge message 
from the nAR, the oAR can send a Fast Handovers Proxy 
Router Advertisement with the challenge to the MN. The MN 
can then derive a new TSK using the MSK and the challenge, 
and continue to execute link layer handover.

It can be seen that By combining the re-authorization and 
new key derivation with the help of Fast Handovers signal-
ling prior to handover execution, the latency induced in the 
handover process is kept small, thus seamless handover is 
possible. In addition, by using EAP hierarchical key architec-
ture, the new link layer key can be derived independent of the 
old one, and the signalling required is only within the same 
domain. 

VI. CONCLUSIONS AND FUTURE WORK

To support the interworking of UMTS and the WLAN in 
all-IP based wireless networks, a generic AAA architecture 
and AAA mechanism are required. The interworking will be 
built on a generic AAA architecture proposed by IRTF 
AAAarch Research Group. Authentication will be performed 
on the IP layer by concatenating Diameter and PANA and 
using EAP as the carrier for authentication methods. In addi-
tion, by integrating key derivation with the authentication 
procedure, both IP layer and link layer key materials can be 
derived. For inter-technology handover, Context Transfer 
alone is not enough, because new authorization and new link 
layer security keys have to be obtained for the new network. 
These procedures can be combined with Fast Handovers sig-
nalling, thus the latency induced is kept small.

Currently, a Diameter AAA architecture for Mobile IP 
users has been implemented in an IPv6 test bed in the Univer-
sity of Stuttgart based on Open Diameter API [27]. Future 
work will extend this implementation to combine authentica-
tion and Mobile IP Binding Update, and also to enable key 
material derivation for both IPsec and link layer during the 
authentication process. 
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