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Abst ract

Conex is a mechani sm by which senders informthe network about the
congestion encountered by packets earlier in the sane flow This
docunent describes the requirenents for conex markings in | Pv6

dat agrans and descri bes the various options for perforning conex
mar ki ngs in | Pv6.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 8, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1.

4.

4.

I nt roducti on

Conex is a mechani sm by which senders informthe network about the
congestion encountered by packets earlier in the sane flow This
docunent describes the requirenents for conex markings in | Pv6

dat agrans and descri bes the various options for perform ng conex
mar ki ngs in | Pv6.

Conventions used in this docunent

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Requirenents for marking | Pv6 packets

R-1: The marki ng mechani smneeds to be visible to all conex-capabl e
nodes on the path.

R-2: The mechani sm needs to be able to traverse nodes that do not
understand the narkings. This is required to ensure that conex can
be incremental |y depl oyed over the Internet.

R-3: The presence of the marking mechani smshould not significantly
alter the processing of the packet. This is required to ensure that
conex marked packets do not face any undue del ays or drops due to a
badly chosen mechani sm

R-4: The marki ngs shoul d be i mutabl e once set by the sender. At the
very |l east, any tanpering should be detectable.

Possi bl e Sol uti ons
1. Hop-by-hop options

The base | Pv6 standard [ RFC2460] defines hop-by-hop options. These
options are processed by every node on the path. Hence they neet

R-1. The options have variable senantics based on the 3 MsSB of the
option code. The state of these bits controls the behavior of nodes
to either ignore unknown options or drop packets containing them It
al so defines the | CMPv6 error nessage sendi ng behavior and the
mutability of the options en-route. This nmeans that it is possible
for hop-by-hop options to satisfy RR2 and R 4. In nost comrerci al
router inplenentations the nere presence of hop-by-hopoptions rResult
in the packet being punted to the Slow path instead of being accorded
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regul ar forwarding behavior (Fast Path). This neans that R-3 is not
satisifed.

4.2. Destination options

The base | Pv6 standard [ RFC2460] defines the destination options.
These options are processed only by the ultimte receiver of the
packet (as specified in the Destination Address field) and not by
nodes on the path. Hence they do not neet R-1. The options have the
same variabl e semantics based on the 3 MSBs as the hop-by-hop option
whi ch neans that they can satisfy R-2 and R 4. As internedi ate nodes
currently do not process destination options R-3 is easily satisifed.

4. 3. Header bits

The 1 Pv6 header has no free bits. The only bits in the |IPv6 header
that are not widely used are the flow |l abel bits [RFC3697]. There
are sone initiatives to redefine the use of the flow |abel for other

purposes (e.g. Load balancing, nonce). It nay be possible (but
highly unlikeley) to save a few bits fromthe flow | abel for
alternate purposes to end up with a shorter flow |l abel. The use of

| Pv6 header bits can satisfy all the requirenents for conex markings
but using val uabl e header bits for experinental purposes (such as
conex) may not be acceptable.

4. 4., Ext ensi on Headers

The base | Pv6 standard [ RFC2460] defines extension headers as an
expansi on nmechanismto carry optional internet |layer information.

Ext ensi on headers, with the exception of the hop-by-hop options
header, are not usually processed on internmedi ate nodes. This neans
that R-1 cannot be net. Unknown extension headers cause the packet
to be dropped and hence such nechanismis not incrementally

depl oyable. Hence R-3 is not net either

5.  Acknow edgenent s
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6. Security Considerations

Thi s docunent does not bring up any new security issues.
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7. | ANA Consi derati ons

Thi s docunent does not require any | ANA acti on.
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