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Abstract

Thi s docunent specifies an TCP option to get accurate Explicit
Congestion Notification (ECN) feedback fromthe receiver. ECNis an
| P/ TCP mechani sm where network nodes can mark | P packets instead of
dropping themto indicate congestion to the end-points. An ECN
capabl e receiver will feedback this information to the sender. ECN
is specified for TCP in such a way that only one feedback signal can
be transmitted per Round-Trip Tine (RTT). Recently new TCP

nmechani sms | i ke ConEx or DCTCP need nore accurate feedback
information in the case where nore than one marking is received in
one RTT. This TCP extension can be used in addition to the classic
ECN as well as with a nore accurate ECN schene recently proposed

whi ch reuses the ECN bit in the TCP header.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 26, 2012

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Kuehl ewi nd & Scheffenegger Expires April 26, 2012 [ Page 1]



Internet-Draft

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info)
publication of this docunent.
careful ly,
to this docunent.

Accur at e ECN Feedback Option in TCP

Cct ober 2011

in effect on the date of

Pl ease revi ew t hese documents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD License.

Tabl e of Contents

1.

Nogokwh

1.
1.2. Requirenents Language .

7

7.

I ntroduction . .
1. Overvi ew ECN and ECN Nonce in TCP

Negoti ati on of Accurate ECN feedback
Accur at e ECN f eedback Optl on SpeC| fication
Acknowl edgenents . . . o
I ANA Consi derations .

Security Considerations .

Ref er ences

1. Normative Ref erences

2. Informative References

Aut hors’ Addr esses

Kuehl ewi nd & Schef fenegger Expires April 26, 2012

Provi sions and are provided wi thout warranty as

DO UTUTUTh WWW

[ Page 2]



Internet-Draft Accur at e ECN Feedback Option in TCP Cct ober 2011

1.

1.

1.

I nt roducti on

Explicit Congestion Notification (ECN) [ RFC3168] is an | P/ TCP
mechani sm where network nodes can mark | P packets instead of dropping
themto indicate congestion to the end-points. An ECN capable
receiver will feedback this information to the sender. ECN s
specified for TCP in such a way that only one feedback signal can be
transmtted per Round-Trip Tine (RTT). Recently proposed nechani sns
I i ke Congestion Exposure (ConEx) or DCTCP [Ali 10] need nore accurate
feedback information in case when nore than one narking is received
in one RITT.

Thi s docunents specifies an TCP option to provide nore than one ECN
f eedback signal per RTT. This nodification does not obsolete

[ RFC3168]. This TCP extension can be used in addition to the classic
ECN as well as in addition to nore accurate ECN schene recently
proposed which reuses the ECN bits in the TCP header for the sane
purpose than this extension --- nore accurate ECN feedback (see
[I-D. kuehl ewi nd-conex-accurate-ecn]). Note that a new TCP extension
can experience depl oynent probl enms by mi ddl eboxes droppi ng unknown
options. Thus the ECN feedback in the TCP header is still needed to
ensure ECN feedback. Mreover, this option will increase the header
length for all kind of TCP packets which causes additional load in
case of severe congestion.

1. Overview ECN and ECN Nonce in TCP

ECN requires two bits in the I P header. The ECN capability of a
packet is indicated, when either one of the two bits is set. An ECN
sender can set one or the other bit to indicate an ECN- capabl e
transport (ETC) which results in tw signals --- ECT(0) and
respectively ECT(1). A network node can set both bits sinultaneously
when it experiences congestion. Wen both bits are set the packets
is regarded as "Congestion Experienced" (CE)

ECN- Nonce [RFC3540] is an optional addition to ECN that is used to
protects the TCP sender agai nst accidental or nalicious conceal nment
of marked or dropped packets. Wth ECN- Nonce a nonce sumis naintain
that counts the occurrence of ECT(1l) packets.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

We use the followi ng term nology from|[RFC3168] and [ RFC3540]:
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The ECN field in the | P header:
CE: the Congestion Experienced codepoint; and

ECT(0)/ECT(1): either one of the two ECN Capabl e Transport
codepoi nt s.

In this docurment, we will call the ECN feedback schene as specified
in [RFC3168] the 'classic ECN . A ’'congestion mark’ is defined as an
| P packet where the CE codepoint is set.

2. Negotiation of Accurate ECN feedback

As there is only linmted space in the TCP Options, particularly
during the initial three-way handshake, an abbreviated Option is used
to negotiate for Accurate ECN feedback. This option also initiates
all counters to an initial value of zero at the receiving side.

TCP Accurate ECN Option Negotiation
Ki nd: TBD (sane as above)

Length: 2 bytes

Figure 1: Accurate ECN feedback TCP option negotiation

This abbreviated option is only valid in a <SYN> or <SYN, ACK>
segrment, during a three way handshake. The negotiation follows the
same procedure as with other TCP options, i.e. SACK A TCP sender
MAY send the accurate ECN feedback negotiation option in an initial
SYN segnent and MAY send a nore accurate ECN option (see Section 3)
in other segnents only if it received this option negotiation in the
initial <SYN> segnent or <SYN, ACK> for the connection. A TCP

recei ver MAY send an <SYN, ACK> segnment with the accurate ECN feedback
negotiation option in response to a received accurate ECN feedback
negotiation option in the <SYN>. |If both ends indicate that they
support Accurate ECN feedback, the option MJIST be used in any
subsequent TCP segnent.
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3.

Accurate ECN feedback Option Specification

A TCP receiver, that provides accurate ECN feedback, will maintain a
counter for the nunber of ECT(0), ECT(1), CE, non-ECT nmarked and | ost
packets. The TCP option to provide the accurate ECN feedback to the
sender will echo these counters (nodulo 16) in five 2 byte fields.
This option should be included in every ACK (and not only when a
counter value changes) to ensure the reception of the ECN feedback at
the sender in case of ACK | oss.

TCP Accurate ECN Opti on:
Ki nd: TBD

Length: 12 bytes

Figure 2: Accurate ECN feedback TCP option

The nunber of |ost packet would be needed to cal cul ate the ECN Nonce
sum nore exactly. TCP provides anyway a nmechanismto detect |oss and
| ost needs to be assumes as a string signal for congestion anyway.
Thus a TCP congestion control algorithm nuss react on |oss.

Moreover, if TCP SACK is not avail abl e the exact nunber of | ost
packets is not known.

The sane feedback information are proposed for the (ECN) feedback in
RTP (see [I-D.ietf-avtcore-ecn-for-rtp].

As TCP is a bitdirectional protocol this option can be used in both
directions.

Acknowl edgenent s

| ANA Consi der ati ons

TBD
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6. Security Considerations

TBD
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