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Abst ract

RFC 1323 defines the TSecr field of a SYN packet to be not valid and
thus this field will always be zero. This docunents specifies the
use of this field to signal and negotiate additional information
about the content of the TSopt field as well as the behavior of the
receiver. |If the receiver understands this extension, it will use
the TSecr field of the SYNACK to reply. Oherw se the receiver wll
ignore the TSecr field and set a tinestanp in the TSecr field as
specified in RFC 1323.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 8, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
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Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of
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1.

I nt roducti on

The TCP Tinmestanps Option (TSopt) provides tinestanp echoing for
Round-trip Tine (RTT) neasurnents. TSopt is w dely depl oyed and
activated by default in many systens. RFC 1323 [ RFC1323] specifies
TSopt the foll ow ng way:

Kind: 8

Length: 10 bytes

RFC1323 TSopt

"The Timestanps option carries two four-byte tinmestanp fields.
The Tinestanp Value field (TSval) contains the current val ue of
the timestanp clock of the TCP sending the option

The Tinestanp Echo Reply field (TSecr) is only valid if the ACK
bit is set in the TCP header; if it is valid, it echos a tinestanp
val ue that was sent by the renote TCP in the TSval field of a

Ti mest anps option. Wen TSecr is not valid, its value nust be
zero. The TSecr value will generally be fromthe nost recent

Ti mrestanp option that was received; however, there are exceptions
that are expl ai ned bel ow.

A TCP may send the Tinestanps option (TSopt) in an initial SYN
segrment (i.e., segment containing a SYN bit and no ACK bit), and
may send a TSopt in other segments only if it received a TSopt in
the initial SYN segnent for the connection."

The conparison of the timestanp in the TSecr field to the current
time gives an estimation of the RTT. RFC 1323 [RFC1323] specifies
vari ous cases when nore than one tinestanp is available to echo. The
proposed sol ution mght not always be the best choice, e.g. when the
TCP Sel ective Acknow edgnent Option (SACK) is used. Mreover, nore
and nore use cases arise where one-way delay (OAND) neasurenents are
needed. These nechani sm mi suse usually the TSopt to estinated the
variation in OAD. To enable such nechanisns the TSecr field in the
TCP SYN packet could be used for additional negotiation

Kuehl ewi nd & Schef f enegger Expires Septenber 8, 2011 [ Page 3]



Internet-Draft Ti mest anp Negoti ation March 2011

1.1. Requirenents Language
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Overview

3. Definitions

The reader is expected to be faniliar with the definitions given in
[ RFC1323] .

4. Signaling

During the initial TCP three-way handshake, tinestanp options are
negotiated using the TSecr field. A conpliant TCP receiver will XOR
the flags with the received TSval, when responding with the SYN+ACK.
Ti mestanp Options MAY only be present when the SYN bit is set.

4.1. Capability Flags
In order to signal the supported capabilities, the TSecr is
overloaded with the following flags and fields during the three-way
handshake. [If optional capabilities such as tcp clock range are
presented, mninal state will be required in the host to decode the
returned Flags xor’'ed with the TSval
Kind: 8

Length: 10 bytes

Fom e e Fom e e oo oo +
| Kind=8 | 10 | TS Value (TSval) | TS Echo Reply (TSecr)|
[ R, [ R, Fom e e e oo Fom e e e oo +
1 1 4 | 4 |
/ |
B R ’ |
/ \
I I
R R e R e s s e o S S e R e o o
|E|RIR B M | EXP12hi | FRAC12hi | EXP12lo | FRACl1l2lo0
[ XIEfNJI[T] MBK H#=-cmmmmmmmeee e - R +
|d S| G AR | RES | S| EXP16 | FRAC16 |
B i i S S i I e i S S R L e e e e

ti mestanp option flags
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EXO

RES

RNG

Bl A

- Extended Options

I ndi cated that the sender supports extended timestanp options as
defined by this docunment, and MJST be set ("1") by conpliant

i mpl enent ati ons.

- Reserved

Reserved for future use. MJST not be set ("0"). If a tinmestanp
option is received with this bit set, the receiver MJST ignore
the extended options field and react as if the Flags were not set
(conpatibility node).

- Range negotiation

I ndicated that the sender is capable of adjusting the timestanp
clock rate within the bounds of the two 12 bit fields (see ).
Only the active sender of a TCP session is allowed to offer a
range, while the receiver MAY choose a rate within these bounds.

- Exponent Bias

When set, the 16 and 12 bit floating point exponents are
presented with a bias of 21 instead of 15. This allows
negoti ati on of extrenely fine-grained tinmestanp clock

resol utions, for exanple in hardware inplenentations and high
speed (>10 G gabit/s) environments. See section for nore
details.

- Always Mrror Timestanp

To di sanbi guate segenents and aid timng cal cul ati ons even during
| oss episodes, the tinmestanp will always be nmirrored regardl ess
of the state of the receiver. A sender SHOULD use this option
only in conjunction with Sel ective Acknow edgenents (SACK

[ RFC2018]) .

- Mask Ti nest anps

If the tinestanp is used for congestion control purposes, an
incentive exists for malicious receivers to reflect tanpered

ti mestanps. A sender MAY choose to protect tinmestanps from such
nmodi fi cations by including a fingerprint (secure hash of sone
kind) in some of the least significant bits. However, doing so
woul d prevent a receiver fromusing the tinestanp for other
purposes. The MASK field indicates how many | east significant
ni bbl es shoul d be excluded by the receiver, when processing a
timestanp. Note that this does not inpact the reflected
timestanp in any way - TSecr will always be equal to a
appropriate TSval. Another use case would be when the sender
does not support a tinmestanp clock which can guarantee uni que
tinmestanps for retransmtted segnents. For unanbi gously
identifying regular fromretransmtted segnents, the tinestanp
nmust be unique for otherwi se identical segnments. Reserving the
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| owest nibble for this purpose allows senders with slow running
timestanp clocks to nmake use of this feature

S - binaryl6 Sign
This is the sign bit of the | EEE 754-2008 bi naryl6 floating point
representation of the tinmestanp clock. Tinmestanp clocks MJST be
positive, thus this bit MJST be zero.

EXP16 - binaryl6 Exponent
The exponent conponent of a binaryl6 floating point nunber
indicating the tinestanp clock. Wen BIA is not set, the
exponent bias is 15 (identical to the binaryl6 definition in | EEE
754-2008). |If OFF is set, the exponent bias is 21, allow ng
faster timestanp clock rates. Subnormal nunbers (| ower
preci sion), where the exponent is zero, extend the range to 2"-24
and 27-30 respectively. Infinity and NaN (all exponent bits set)
MUST NOT be invalid, and a tinestanp option with NaN Infinity
SHOULD be i gnor ed.

FRAC16 - binaryl6 Fraction
The fraction conponent of a binaryl6 floating point nunber
indicating the tinestanp clock. The clock rate is neasured in
seconds between ticks. The |east significant bit corresponds
therefore to a tine interval of 59.6 ns with the default bias of
15, and 0.931 ns with bias set to 21. The longest time interva
woul d be 65504 sec with default bias, and 511.75 sec with bias
set to 21.

EXP12hi and

EXP12l 0 - binaryl2 Exponent
The exponent conponent of a truncated, 12 bit floating point
nunber indicating the possible tinestanp cl ock ranges. Only the
host initiating a TCP session MAY offer a tinestanp cl ock range,
whil e the receiver SHOULD select a tinestanp clock within these
bounds. |If the receiver can not adjust it’s tinestanmp clock to
match the range, it MAY use a tinmestanp clock rate outside these
bounds. If the receiver indicated a tinmestanp clock rate within
the indi cated bounds, the sender MJST set it’s timestanp clock
rate to the negotiated rate. |If the receiver uses a tinestanp
clock rate outside the indicated bounds, it MJST NOT use
ti mest anps where know edge of the tinestanp clock rate is
required (ie. congesion control). The exponent bias is 15 when
BIA is not set, and 21 ot herwi se.
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5.

FRAC12hi and

FRAC12l o - binaryl2 Fraction
The fraction conponent of a 12 bit floating point nunber.
Subnorrmal nunbers are allowed, while Inifinity/NaN MJUST NOT be
used. Tinmestanp options with Infinity/NaN val ues SHOULD be
ignored. The snallest representable value is 238 ns with default
bias, and 3.73 ns with bias set to 21, while the | argest val ues
woul d be virtually identical to the 16 bit floating point val ues
(65024 and 508 sec).

Di scussi on

One-way del ay (variation) based congestion controls would benefit
from knowi ng the clock resolution on both sides.

RTT variance during | oss episodes is not deeply researched. Current
heuristics (RFCL122, RFC1323, Karn's algorithm RFC2988) explicitly
exclude (and prevent) the use of RIT sanples when | 0oss occurs.
However, solving the retransm ssion anbiguity problem- and the
related reliable ACK delivery problem- may allow the refinenment of
these algorithns further, as well as enabling new research to

di stingui sh between corruption |loss (without RTT / one-way del ay

i mpact) and congestion loss (with RTT / one-way del ay inpact).
Research into this field appears to be a rather neglected, especially
when it cones to large scale, public internet investigations. Due to
the very nature of this, passive investigations w thout signals
contained within the headers are only of limted use in enpirica
research.

Ret ransmi ssi on anbi guity detection during | oss recovery would all ow
an additional |evel of |oss recovery control wi thout reverting to
timer-based nethods. As with the depl oynent of SACK, separating
"what" to send from"when" to send it could be driven one step
further. In particular, |ess conservative |oss recovery schenes
whi ch do not trade principles of packet conservation agai nst
timeliness, require a reliable way of pronpt and best possible
feedback fromthe receiver about any delivered segnent and their
ordering. SACK alone goes quite a |ong way, but using Tinestanp
information in addition could renove any anmbiguity. However, the
current specs in RFC1323 make that use inpossible, thus a nodified
signaling (receiver behavior) is a necessity.
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t hought s around Ti mestanps and their extended potential use.

7. | ANA Consi derations

This meno includes no request to | ANA

8. Security Considerations

The al gorithm presented in this paper shares security considerations
with [ RFC1323].

Some inpl ementations address the vulerabilities of [RFC1323], by
dedicating a few loworder bits of the timestanp fields for use with
a (secure) hash, that protects against nalicious tweaking of TSecr
values. A Flag-field has been provided to transparently notify the
recei ver about that use of loworder bits, so that they can be
excluded in one-way delay cal cul ati ons.
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