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Abst ract
This nmeno sunmari zes the results of the first interoperability event
for the Sinple Mddlebox Control (SIMCO protocol. SIMCOis an
i npl enentation of M DCOM for controlling m ddl eboxes, such as
firewall s and NATs. The test scenarios are described and the results

of each scenario for each inplenentation is given. Finally,
enhancenents to be made to the SIMCO protocol specification are
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1. | nt r oducti on

[3] defines a franmework and an architecture for controlling

m ddl eboxes, such as firewalls and Network Address Transl ators
(NATs). Requirenents for a protocol for controlling m ddl eboxes are
defined by [4] and [2] specifies the semantics of such a protocol.
The SIMCO protocol [1] conplies with these specifications. It is a
sinple and efficient protocol exclusively designed for this purpose.

This nenp describes test environnent, scenarios and results of the

first SIMCOinteroperability testing event held on July 12th at

University of Stuttgart. Participants were

o University of Stuttgart, Institute of Conmunication Networks and
Comput er Engi neering (UST/ | KR)

0 NEC Network Laboratories Europe (NEC

Section 2 of this nmeno describes the test environnent and Section 3
speci fies the scenarios for which interoperability was tested. At
the event, feedback frominplenenters on the SI MCO protoco
specification was received and it is sumarized in Section 5.

2. Test Environnment and I npl enentations

The used test network consisted out of a switched Fast Ethernet
network dedicated to the SIMCO interoperability testing. Every
conmputer was directly connected to the switch. Figure 1 shows the
net wor k confi guration.

+—— + - + +—— +
| SIMCOdient |—-———- | Switch | ——— | SIMCO Server |
I I I I I I
- + - + +——— +
I
I
- +
I I
| Network |
| Protocol |
| Analyzer |
I I
- +

Figure 1: Interoperability Network Configuration

The inplementations to be tested were based on
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UST/I1 KR s inplenentation is Linux based and i nplenments SI MO client
and server. Firewalls as m ddl eboxes are supported. PDR
transaction, which is optional, is not inplemented. NEC s

i mpl ementation is FreeBSD based and i npl enents SIMCO client and
server. Firewalls and NATs as m ddl eboxes are supported. PDR
transaction, which is optional, is inplenented.

Bot h i npl enmentati ons were connected via TCP during all tests, no TLS
or I Psec was used. WIldcarding for address paraneters was not tested
in any test case.

3. Test Scenari os

This section describes all test scenarios and the correspondi ng
results are described in Section 4.

3.1 Session Establishnment w thout SIMCO Aut hentication

The SIMCO client is establishing a session by sending a SE request
and is waiting for a SE positive reply. No SIMCO chal | enge response
mechani smis used.

3.2 Session Term nation

The SIMCO client is term nating an al ready established session by
sending a ST request and is waiting for a ST positive reply.
Afterwards the session nust be term nated.

3.3 PRR with subsequent PEA and ARE

The SIMCO client is requesting a 'reserve’ policy rule with PRR
transaction and is waiting for a PRR positive reply. Afterwards the
CLI ENT sends a 'enable’ policy rule after reservation with PEA
request and is again waiting for a PEA positive reply. The policy
rule’s lifetinme is not extended and the policy rule is not del eted by
a client request, the clients is waiting for ARE notification send by
the server, indicating the deletion of the policy rule.

3.4 PERwith lifetime change, status request, and del etion

The SIMCO client is requesting a "enable’ policy rule by PER request
and is waiting for the PER positive reply. Afterwards, the client is
requesting a lifetime change PLC for a new lifetinme of 200 seconds.

A PL transaction follows this PLC, showing the prior installed policy
rule. Finally, the client deletes the policy rule with a PLC and
lifetine set to zero.
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3.5 Policy list without policy rules |oaded
The SIMCO client is requesting a policy rules list by PL request.
3.6 Disconnected operations

The SIMCO client requests two policy rules via PER request and after
recei ving the successful response it disconnects, neaning the

term nati on of the SIMCO session, fromthe server by sending a ST
request. After disconnecting, the client establishes again the
session and requests a policy rule list by sending PL.

3.7 Requesting the policy rule’ s status

The SIMCO client is requesting information about a prior installed
policy rules by sending a PS request.

4. Test Results

This section gives the results of the interop event. The table shows
three colums, the second shows the results for UST/|I KR as server and
NEC as client, the third one shows the results for UST/I KR as client
and NEC as server.

pm————————— e o +
| Testcase | UST Server/NEC Client | UST Cient/NEC Server

| 1 | SUCCESS | SUCCESS |
Fom e o +
| 2 | SUCCESS | SUCCESS |
Fm————————— Fm Fm +
| 3 | SUCCESS | SUCCESS |
- +——— +————— +
| 4 | SUCCESS | SUCCESS |
Fom o o +
| 5 | SUCCESS | SUCCESS |
Fm————————— o et +
| 6 | SUCCESS | SUCCESS |
- t+——— +——————— +
| 7 | SUCCESS | SUCCESS |
Fom et o +

Figure 2: Test Result Table
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5.

Concl usi ons

This section sumari zes the observations made by the inplementors
with respect to the SI MCO protocol sepcification
1. Message type nunber
The differentiati on between nessage types and sub-types needs to
be clarified in the specification, since it is currently
soneti mes confusi ng.

2. Length of objects is unclear and someti nes w ong:
The I ength of the header is nmeasured as total |ength of the SI MO
packet, neaning that it is header plus payload. Al other
obj ects are neasured as object data only, w thout counting the
header. Further, sone objects have wong | ength val ues.
SOLUTI ON: The | ength of header and objects should be noted in a
unified way, either w thout header or with header included. The
| ength val ues of each object must be checked.

3. Aggregated nmessage type overvi ew
It has been propose to give a table at the end of the docunent
that sunmarizes all nessage types used

4. Connection timeout for client:
Currently, SIMXO specifies a server TCP connection tinmeout only.
A TCP connection tinmeout for clients is not specified. SOLUTION
A TCP connection tinmeout value needs to be introduced and a val ue
defined. Note that the server tineout feature was not tested and
will be tested at the next interoperability event.

5. Definition of values for |IP address version:
In Section 4.3.8. "Address Tuple Attribute" |IP version nunber is
defined as O0x4 and 0x6 for |Pv4 and IPv6. In Section 4.3.9.
"PRR paraneter set" |P version nunber is defined as Ox1 and 0x2
for 1Pv4 and IPv6. This difference is quite confusing and a
remark was why not to unify themto a single nmeaning. SOLUTI ON:
Unified notation for I1Pv4 and I Pv6, for instance, 0x4 as |Pv4 and
0Ox6 as | Pv6.

The interoperability has shown that the M DCOM semantics and the

SI MCO protocol specification are technical sound and can be

i npl enented by various parties w thout problens. |ssues |listed above
are only mnor issues to be solved within the SIMCO protocol

speci fication and no changes to the M DCOM semanti cs are needed.

Security Consi derations

This menop docunents the interoperability test results only and has
not raised any new features for SIMCO  Therefore, no new security
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7.

Aut hor s’

t hr eads have been i ntroduced.
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Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that might be clained to
pertain to the inplenentation or use of the technol ogy described in
this docurment or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
nmade any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made avail able, or the result of an
attenpt nade to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplementers or users of this
specification can be obtained fromthe | ETF on-line I PR repository at
http://www. ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enment
this standard. Please address the information to the | ETF at
ietf-ipr@etf.org.
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Thi s docunment and the information contai ned herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
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Copyri ght Statenent
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to the rights, licenses and restrictions contained in BCP 78, and
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