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St at us of  t hi s Memo

   By submi t t i ng t hi s I nt er net −Dr af t ,  I  cer t i f y t hat  any appl i cabl e
   pat ent  or  ot her  I PR cl ai ms of  whi ch I  am awar e have been di scl osed,
   and any of  whi ch I  become awar e wi l l  be di scl osed,  i n accor dance wi t h
   RFC 3668.

   I nt er net −Dr af t s  ar e wor ki ng document s of  t he I nt er net  Engi neer i ng
   Task For ce ( I ETF) ,  i t s ar eas,  and i t s wor ki ng gr oups.   Not e t hat
   ot her  gr oups may al so di s t r i but e wor ki ng document s as
   I nt er net −Dr af t s .

   I nt er net −Dr af t s  ar e dr af t  document s val i d f or  a maxi mum of  s i x mont hs
   and may be updat ed,  r epl aced,  or  obsol et ed by ot her  document s at  any
   t i me.   I t  i s  i nappr opr i at e t o use I nt er net −Dr af t s as r ef er ence
   mat er i al  or  t o c i t e t hem ot her  t han as " wor k i n pr ogr ess. "

   The l i st  of  cur r ent  I nt er net −Dr af t s  can be accessed at
   ht t p: / / www. i et f . or g/ i et f / 1i d−abst r act s. t xt .

   The l i st  of  I nt er net −Dr af t  Shadow Di r ect or i es can be accessed at
   ht t p: / / www. i et f . or g/ shadow. ht ml .

   Thi s I nt er net −Dr af t  wi l l  expi r e on Febr uar y 9,  2005.

Copyr i ght  Not i ce

   Copyr i ght  ( C)  The I nt er net  Soci et y ( 2004) .   Al l  Ri ght s Reser ved.

Abst r act

   Thi s memo summar i zes t he r esul t s of  t he f i r st  i nt er oper abi l i t y event
   f or  t he Si mpl e Mi ddl ebox Cont r ol  ( SI MCO)  pr ot ocol .   SI MCO i s  an
   i mpl ement at i on of  MI DCOM f or  cont r ol l i ng mi ddl eboxes,  such as
   f i r ewal l s and NATs.   The t est  scenar i os ar e descr i bed and t he r esul t s
   of  each scenar i o f or  each i mpl ement at i on i s gi ven.   Fi nal l y,
   enhancement s t o be made t o t he SI MCO pr ot ocol  speci f i cat i on ar e
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   l i s t ed.
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1.   I nt r oduct i on

   [ 3]  def i nes a f r amewor k and an ar chi t ect ur e f or  cont r ol l i ng
   mi ddl eboxes,  such as f i r ewal l s  and Net wor k Addr ess Tr ansl at or s
   ( NATs) .   Requi r ement s f or  a pr ot ocol  f or  cont r ol l i ng mi ddl eboxes ar e
   def i ned by [ 4]  and [ 2]  speci f i es t he semant i cs of  such a pr ot ocol .
   The SI MCO pr ot ocol  [ 1]  compl i es wi t h t hese speci f i cat i ons.   I t  i s  a
   s i mpl e and ef f i c i ent  pr ot ocol  excl usi vel y desi gned f or  t hi s pur pose.

   Thi s memo descr i bes t est  envi r onment ,  scenar i os and r esul t s of  t he
   f i r st  SI MCO i nt er oper abi l i t y t est i ng event  hel d on Jul y  12t h at
   Uni ver si t y  of  St ut t gar t .   Par t i c i pant s wer e
   o  Uni ver s i t y of  St ut t gar t ,  I nst i t ut e of  Communi cat i on Net wor ks and
      Comput er  Engi neer i ng ( UST/ I KR)
   o  NEC Net wor k Labor at or i es Eur ope ( NEC)

   Sect i on 2 of  t hi s memo descr i bes t he t est  envi r onment  and Sect i on 3
   speci f i es t he scenar i os f or  whi ch i nt er oper abi l i t y  was t est ed.   At
   t he event ,  f eedback f r om i mpl ement er s on t he SI MCO pr ot ocol
   speci f i cat i on was r ecei ved and i t  i s summar i zed i n Sect i on 5.

2.   Test  Envi r onment  and I mpl ement at i ons

   The used t est  net wor k consi st ed out  of  a swi t ched Fast  Et her net
   net wor k dedi cat ed t o t he SI MCO i nt er oper abi l i t y t est i ng.   Ever y
   comput er  was di r ect l y connect ed t o t he swi t ch.   Fi gur e 1 shows t he
   net wor k conf i gur at i on.

         +−−−−−−−−−−−−−−+     +−−−−−−−−+     +−−−−−−−−−−−−−−+
         |               |      |         |      |               |
         |  SI MCO Cl i ent  | −−−−−|  Swi t ch | −−−−−|  SI MCO Ser ver  |
         |               |      |         |      |               |
         +−−−−−−−−−−−−−−+     +−−−−−−−−+     +−−−−−−−−−−−−−−+
                                   |
                                   |
                             +−−−−−−−−−−+
                             |           |
                             |  Net wor k  |
                             |  Pr ot ocol  |
                             |  Anal yzer  |
                             |           |
                             +−−−−−−−−−−+

            Fi gur e 1:  I nt er oper abi l i t y  Net wor k Conf i gur at i on

   The i mpl ement at i ons t o be t est ed wer e based on
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   dr af t −st i emer l i ng−mi dcom−si mco−05. t xt .

   UST/ I KR’ s i mpl ement at i on i s Li nux based and i mpl ement s SI MCO cl i ent
   and ser ver .   Fi r ewal l s as mi ddl eboxes ar e suppor t ed.   PDR
   t r ansact i on,  whi ch i s opt i onal ,  i s not  i mpl ement ed.   NEC’ s
   i mpl ement at i on i s Fr eeBSD based and i mpl ement s SI MCO cl i ent  and
   ser ver .   Fi r ewal l s and NATs as mi ddl eboxes ar e suppor t ed.   PDR
   t r ansact i on,  whi ch i s opt i onal ,  i s i mpl ement ed.

   Bot h i mpl ement at i ons wer e connect ed vi a TCP dur i ng al l  t est s ,  no TLS
   or  I Psec was used.   Wi l dcar di ng f or  addr ess par amet er s was not  t est ed
   i n any t est  case.

3.   Test  Scenar i os

   Thi s sect i on descr i bes al l  t est  scenar i os and t he cor r espondi ng
   r esul t s ar e descr i bed i n Sect i on 4.

3. 1  Sessi on Est abl i shment  wi t hout  SI MCO Aut hent i cat i on

   The SI MCO cl i ent  i s est abl i shi ng a sessi on by sendi ng a SE r equest
   and i s wai t i ng f or  a SE posi t i ve r epl y.   No SI MCO chal l enge r esponse
   mechani sm i s used.

3. 2  Sessi on Ter mi nat i on

   The SI MCO cl i ent  i s t er mi nat i ng an al r eady est abl i shed sessi on by
   sendi ng a ST r equest  and i s wai t i ng f or  a ST posi t i ve r epl y.
   Af t er war ds t he sessi on must  be t er mi nat ed.

3. 3  PRR wi t h subsequent  PEA and ARE

   The SI MCO cl i ent  i s r equest i ng a ’ r eser ve’  pol i cy r ul e wi t h PRR
   t r ansact i on and i s wai t i ng f or  a PRR posi t i ve r epl y.   Af t er war ds t he
   CLI ENT sends a ’ enabl e’  pol i cy r ul e af t er  r eser vat i on wi t h PEA
   r equest  and i s agai n wai t i ng f or  a PEA posi t i ve r epl y.   The pol i cy
   r ul e’ s l i f et i me i s not  ext ended and t he pol i cy r ul e i s not  del et ed by
   a c l i ent  r equest ,  t he cl i ent s i s wai t i ng f or  ARE not i f i cat i on send by
   t he ser ver ,  i ndi cat i ng t he del et i on of  t he pol i cy r ul e.

3. 4  PER wi t h l i f et i me change,  st at us r equest ,  and del et i on

   The SI MCO cl i ent  i s r equest i ng a ’ enabl e’  pol i cy r ul e by PER r equest
   and i s wai t i ng f or  t he PER posi t i ve r epl y.   Af t er war ds,  t he cl i ent  i s
   r equest i ng a l i f et i me change PLC f or  a new l i f et i me of  200 seconds.
   A PL t r ansact i on f ol l ows t hi s PLC,  showi ng t he pr i or  i nst al l ed pol i cy
   r ul e.   Fi nal l y,  t he cl i ent  del et es t he pol i cy r ul e wi t h a PLC and
   l i f et i me set  t o zer o.
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3. 5  Pol i cy l i st  wi t hout  pol i cy r ul es l oaded

   The SI MCO cl i ent  i s r equest i ng a pol i cy r ul es l i st  by PL r equest .

3. 6  Di sconnect ed oper at i ons

   The SI MCO cl i ent  r equest s t wo pol i cy r ul es vi a PER r equest  and af t er
   r ecei vi ng t he successf ul  r esponse i t  di sconnect s,  meani ng t he
   t er mi nat i on of  t he SI MCO sessi on,  f r om t he ser ver  by sendi ng a ST
   r equest .   Af t er  di sconnect i ng,  t he cl i ent  est abl i shes agai n t he
   sessi on and r equest s a pol i cy r ul e l i st  by sendi ng PL.

3. 7  Request i ng t he pol i cy r ul e’ s  st at us

   The SI MCO cl i ent  i s r equest i ng i nf or mat i on about  a pr i or  i nst al l ed
   pol i cy r ul es by sendi ng a PS r equest .

4.   Test  Resul t s

   Thi s sect i on gi ves t he r esul t s  of  t he i nt er op event .   The t abl e shows
   t hr ee col umns,  t he second shows t he r esul t s f or  UST/ I KR as ser ver  and
   NEC as cl i ent ,  t he t hi r d one shows t he r esul t s f or  UST/ I KR as cl i ent
   and NEC as ser ver .

       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |  Test case |  UST Ser ver / NEC Cl i ent  |  UST Cl i ent / NEC Ser ver  |
       +==========+=======================+=======================+
       |     1     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     2     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     3     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     4     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     5     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     6     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+
       |     7     |         SUCCESS        |         SUCCESS        |
       +−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+−−−−−−−−−−−−−−−−−−−−−−−+

                      Fi gur e 2:  Test  Resul t  Tabl e

St i emer l i ng,  et  al .        SI MCO I nt er op Repor t                   [ Page 5]



I nt er net −Dr af t                SI MCO I nt er op                   August  2004

5.   Concl usi ons

   Thi s sect i on summar i zes t he obser vat i ons made by t he i mpl ement or s
   wi t h r espect  t o t he SI MCO pr ot ocol  sepci f i cat i on:
   1.   Message t ype number :
       The di f f er ent i at i on bet ween message t ypes and sub−t ypes needs t o
       be cl ar i f i ed i n t he speci f i cat i on,  s i nce i t  i s  cur r ent l y
       somet i mes conf us i ng.

   2.   Lengt h of  obj ect s i s uncl ear  and somet i mes wr ong:
       The l engt h of  t he header  i s measur ed as t ot al  l engt h of  t he SI MCO
       packet ,  meani ng t hat  i t  i s  header  pl us payl oad.   Al l  ot her
       obj ect s ar e measur ed as obj ect  dat a onl y,  wi t hout  count i ng t he
       header .   Fur t her ,  some obj ect s have wr ong l engt h val ues.
       SOLUTI ON:  The l engt h of  header  and obj ect s shoul d be not ed i n a
       uni f i ed way,  ei t her  wi t hout  header  or  wi t h header  i ncl uded.   The
       l engt h val ues of  each obj ect  must  be checked.

   3.   Aggr egat ed message t ype over vi ew:
       I t  has been pr opose t o gi ve a t abl e at  t he end of  t he document
       t hat  summar i zes al l  message t ypes used.

   4.   Connect i on t i meout  f or  c l i ent :
       Cur r ent l y,  SI MCO speci f i es a ser ver  TCP connect i on t i meout  onl y.
       A TCP connect i on t i meout  f or  c l i ent s i s not  speci f i ed.   SOLUTI ON:
       A TCP connect i on t i meout  val ue needs t o be i nt r oduced and a val ue
       def i ned.   Not e t hat  t he ser ver  t i meout  f eat ur e was not  t est ed and
       wi l l  be t est ed at  t he next  i nt er oper abi l i t y event .

   5.   Def i ni t i on of  val ues f or  I P addr ess ver si on:
       I n Sect i on 4. 3. 8.   " Addr ess Tupl e At t r i but e"  I P ver si on number  i s
       def i ned as 0x4 and 0x6 f or  I Pv4 and I Pv6.   I n Sect i on 4. 3. 9.
       " PRR par amet er  set "  I P ver si on number  i s def i ned as 0x1 and 0x2
       f or  I Pv4 and I Pv6.   Thi s di f f er ence i s qui t e conf us i ng and a
       r emar k was why not  t o uni f y t hem t o a si ngl e meani ng.   SOLUTI ON:
       Uni f i ed not at i on f or  I Pv4 and I Pv6,  f or  i nst ance,  0x4 as I Pv4 and
       0x6 as I Pv6.

   The i nt er oper abi l i t y  has shown t hat  t he MI DCOM semant i cs and t he
   SI MCO pr ot ocol  speci f i cat i on ar e t echni cal  sound and can be
   i mpl ement ed by var i ous par t i es wi t hout  pr obl ems.   I ssues l i s t ed above
   ar e onl y mi nor  i ssues t o be sol ved wi t hi n t he SI MCO pr ot ocol
   speci f i cat i on and no changes t o t he MI DCOM semant i cs ar e needed.

6.   Secur i t y Consi der at i ons

   Thi s memo document s t he i nt er oper abi l i t y  t est  r esul t s onl y and has
   not  r ai sed any new f eat ur es f or  SI MCO.   Ther ef or e,  no new secur i t y
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   t hr eads have been i nt r oduced.
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I nt el l ect ual  Pr oper t y St at ement

   The I ETF t akes no posi t i on r egar di ng t he val i di t y or  scope of  any
   I nt el l ect ual  Pr oper t y Ri ght s or  ot her  r i ght s t hat  mi ght  be c l ai med t o
   per t ai n t o t he i mpl ement at i on or  use of  t he t echnol ogy descr i bed i n
   t hi s document  or  t he ext ent  t o whi ch any l i cense under  such r i ght s
   mi ght  or  mi ght  not  be avai l abl e;  nor  does i t  r epr esent  t hat  i t  has
   made any i ndependent  ef f or t  t o i dent i f y any such r i ght s.   I nf or mat i on
   on t he pr ocedur es wi t h r espect  t o r i ght s i n RFC document s can be
   f ound i n BCP 78 and BCP 79.

   Copi es of  I PR di scl osur es made t o t he I ETF Secr et ar i at  and any
   assur ances of  l i censes t o be made avai l abl e,  or  t he r esul t  of  an
   at t empt  made t o obt ai n a gener al  l i cense or  per mi ssi on f or  t he use of
   such pr opr i et ar y r i ght s by i mpl ement er s or  user s of  t hi s
   speci f i cat i on can be obt ai ned f r om t he I ETF on−l i ne I PR r eposi t or y at
   ht t p: / / www. i et f . or g/ i pr .

   The I ETF i nvi t es any i nt er est ed par t y t o br i ng t o i t s at t ent i on any
   copyr i ght s,  pat ent s or  pat ent  appl i cat i ons,  or  ot her  pr opr i et ar y
   r i ght s t hat  may cover  t echnol ogy t hat  may be r equi r ed t o i mpl ement
   t hi s st andar d.   Pl ease addr ess t he i nf or mat i on t o t he I ETF at
   i et f −i pr @i et f . or g.

Di scl ai mer  of  Val i di t y

   Thi s document  and t he i nf or mat i on cont ai ned her ei n ar e pr ovi ded on an
   " AS I S"  basi s and THE CONTRI BUTOR,  THE ORGANI ZATI ON HE/ SHE REPRESENTS
   OR I S SPONSORED BY ( I F ANY) ,  THE I NTERNET SOCI ETY AND THE I NTERNET
   ENGI NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES,  EXPRESS OR I MPLI ED,
   I NCLUDI NG BUT NOT LI MI TED TO ANY WARRANTY THAT THE USE OF THE
   I NFORMATI ON HEREI N WI LL NOT I NFRI NGE ANY RI GHTS OR ANY I MPLI ED
   WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.

Copyr i ght  St at ement

   Copyr i ght  ( C)  The I nt er net  Soci et y ( 2004) .   Thi s document  i s  subj ect
   t o t he r i ght s,  l i censes and r est r i c t i ons cont ai ned i n BCP 78,  and
   except  as set  f or t h t her ei n,  t he aut hor s r et ai n al l  t hei r  r i ght s.
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