
Net wor k Wor ki ng Gr oup                                          S.  Ki esel
I nt er net −Dr af t                                    Uni ver si t y of  St ut t gar t
Expi r es:  Oct ober  9,  2006                                   Apr i l  7,  2006

                            SI MCO over  SCTP
                 dr af t −ki esel −mi dcom−si mco−sct p−01. t x t

St at us of  t hi s Memo

   By submi t t i ng t hi s I nt er net −Dr af t ,  each aut hor  r epr esent s t hat  any
   appl i cabl e pat ent  or  ot her  I PR cl ai ms of  whi ch he or  she i s awar e
   have been or  wi l l  be di sc l osed,  and any of  whi ch he or  she becomes
   awar e wi l l  be di scl osed,  i n accor dance wi t h Sect i on 6 of  BCP 79.

   I nt er net −Dr af t s  ar e wor ki ng document s of  t he I nt er net  Engi neer i ng
   Task For ce ( I ETF) ,  i t s ar eas,  and i t s wor ki ng gr oups.   Not e t hat
   ot her  gr oups may al so di s t r i but e wor ki ng document s as I nt er net −
   Dr af t s.

   I nt er net −Dr af t s  ar e dr af t  document s val i d f or  a maxi mum of  s i x mont hs
   and may be updat ed,  r epl aced,  or  obsol et ed by ot her  document s at  any
   t i me.   I t  i s  i nappr opr i at e t o use I nt er net −Dr af t s as r ef er ence
   mat er i al  or  t o c i t e t hem ot her  t han as " wor k i n pr ogr ess. "

   The l i st  of  cur r ent  I nt er net −Dr af t s  can be accessed at
   ht t p: / / www. i et f . or g/ i et f / 1i d−abst r act s. t xt .

   The l i st  of  I nt er net −Dr af t  Shadow Di r ect or i es can be accessed at
   ht t p: / / www. i et f . or g/ shadow. ht ml .

   Thi s I nt er net −Dr af t  wi l l  expi r e on Oct ober  9,  2006.

Copyr i ght  Not i ce

   Copyr i ght  ( C)  The I nt er net  Soci et y ( 2006) .

Abst r act

   Thi s document  speci f i es how t o use SCTP f or  t he t r anspor t  of  t he
   SI MCO ( Ver si on 3. 0)  pr ot ocol .   SI MCO ( SI mpl e Mi ddl ebox COnf i gur at i on)
   i s a pr ot ocol  t hat  i mpl ement s t he MI DCOM semant i cs.   I t  can be used
   f or  cont r ol l i ng mi ddl eboxes such as f i r ewal l s  and net wor k addr ess
   t r ansl at or s.   SCTP ( St r eam Cont r ol  Tr ansmi ssi on Pr ot ocol )  i s  a
   t r anspor t  l ayer  pr ot ocol  t hat  i s expect ed t o have advant ages f or  t hi s
   t ype of  appl i cat i on,  compar ed t o TCP,  whi ch i s t he def aul t  t r anspor t
   l ayer  pr ot ocol  f or  SI MCO.   The speci f i c r equi r ement s f or  SI MCO when
   usi ng SCTP i nst ead of  TCP ar e speci f i ed i n t hi s document .
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1.   I nt r oduct i on

   The SI MCO ( SI mpl e Mi ddl ebox COnf i gur at i on)  pr ot ocol  [ I −D. st i emer l i ng−
   mi dcom−si mco]  i s a s i gnal i ng pr ot ocol  t hat  i mpl ement s t he MI DCOM
   pr ot ocol  semant i cs [ RFC3989] .   I n t he cont ext  of  t he MI DCOM
   ar chi t ect ur e [ RFC3303] ,  i t  can be used f or  cont r ol l i ng mi ddl eboxes
   [ RFC3234]  such as f i r ewal l s and net wor k addr ess t r ansl at or s ( NATs) .

   As out l i ned i n [ RFC3303] ,  f i r ewal l s  and NATs ar e pot ent i al  obst ac l es
   t o packet  st r eams,  f or  exampl e i f  dynami cal l y  negot i at ed UDP or  TCP
   por t  number s ar e used,  as i n many peer −t o−peer  communi cat i on
   appl i cat i ons.   SI MCO al l ows appl i cat i ons t o communi cat e wi t h
   mi ddl eboxes on t he dat agr am pat h i n or der  t o r equest  a dynami c
   conf i gur at i on at  t he mi ddl ebox t hat  enabl es dat agr am st r eams t o pass
   t he mi ddl ebox.   Appl i cat i ons can r equest  pi nhol es at  f i r ewal l s and
   addr ess bi ndi ngs at  NATs.

   The SI MCO speci f i cat i on [ I −D. st i emer l i ng−mi dcom−si mco]  mandat es TCP
   ( Tr ansmi ss i on Cont r ol  Pr ot ocol )  [ RFC0793]  as t he def aul t  t r anspor t
   f or  SI MCO.

   The St r eam Cont r ol  Tr ansmi ssi on Pr ot ocol  ( SCTP)  [ RFC2960]  has
   or i gi nal l y  been desi gned as a par t  of  t he SI GTRAN ar chi t ect ur e
   [ RFC2719] ,  f or  t he t r anspor t  of  Si gnal i ng Syst em No.  7 ( SS7)  messages
   over  I P.   However ,  t hi s r at her  speci al  pur pose i s achi eved by
   adapt at i on l ayer s on t op of  SCTP.   SCTP i t sel f  has been desi gned as a
   gener i c t r anspor t  pr ot ocol  f or  I P net wor ks,  at  t he same l ayer  i n t he
   pr ot ocol  s t ack as TCP or  UDP.

   SCTP of f er s sever al  advant ages compar ed t o TCP f or  t he t r anspor t  of
   s i gnal i ng pr ot ocol s,  especi al l y i n scenar i os wi t h hi gh r el i abi l i t y
   r equi r ement s or  hi gh si gnal i ng t r af f i c bet ween t wo endpoi nt s.

   Thi s document  suppl ement s t he SI MCO Ver s i on 3. 0 speci f i cat i on
   [ I −D. st i emer l i ng−mi dcom−si mco]  by i t emi z i ng t he r equi r ement s f or
   t r anspor t i ng SI MCO over  SCTP.
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2.   Requi r ement s not at i on

   The key wor ds " MUST" ,  " MUST NOT" ,  " REQUI RED" ,  " SHALL" ,  " SHALL NOT" ,
   " SHOULD" ,  " SHOULD NOT" ,  " RECOMMENDED" ,  " MAY" ,  and " OPTI ONAL"  i n t hi s
   document  ar e t o be i nt er pr et ed as descr i bed i n [ RFC2119] .
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3.   Pot ent i al  benef i t s

   A summar y of  SCTP’ s pr oper t i es and advant ages i s gi ven i n [ RFC3257] .
   Two of  t hese pr oper t i es ar e of  speci al  benef i t ,  especi al l y when SI MCO
   i s used i n l ar ge−scal e depl oyment s.

3. 1.   Mul t i pl e st r eams f or  r educed head−of −l i ne bl ock i ng

   SCTP al l ows t o send user  messages over  sever al  st r eams wi t hi n a
   s i ngl e SCTP associ at i on.   SCTP ensur es i n−or der  del i ver y onl y f or
   t hose messages t hat  ar e sent  t hr ough t he same st r eam.   Thi s l i mi t s
   t he i mpact  of  t he so−cal l ed head−of −l i ne bl ocki ng pr obl em t o one
   st r eam.

   Head−of −l i ne bl ocki ng occur s i f  a r el i abl e t r anspor t  l ayer  pr ot ocol
   has t o r et r ansmi t  a message due t o packet  l oss or  bi t  er r or s.
   Subsequent  messages t hat  have al r eady ar r i ved at  t he r ecei vi ng si de
   cannot  be del i ver ed t o t he upper  pr ot ocol  l ayer s unt i l  t he
   r et r ansmi ssi on i s compl et ed.   I nst ead,  t hey have t o be buf f er ed,  i n
   or der  t o ensur e i n−or der  del i ver y.   Unl i ke TCP,  whi ch has t o buf f er
   t he whol e connect i on,  SCTP has t o buf f er  onl y  one st r eam,  whi l e
   messages f r om ot her  st r eams st i l l  can be del i ver ed t o t he upper  l ayer
   pr ot ocol .

   SI MCO can pr of i t  f r om SCTP’ s mul t i pl e st r eams f eat ur e as a t ypi cal
   SI MCO sessi on consi s t s of  sever al  message t hr eads,  each of  t hem
   r equi r i ng i n−or der  del i ver y,  but  bei ng i ndependent  of  each ot her s.

3. 2.   Mul t i homi ng Suppor t

   SCTP t r anspar ent l y suppor t s endpoi nt s wi t h sever al  I P addr esses.
   Thi s al l ows f or  havi ng sever al  physi cal  net wor k i nt er f aces connect ed
   t o di f f er ent  net wor ks.   The avai l abi l i t y  of  al l  pat hs bet ween t hese
   i nt er f aces i s moni t or ed wi t h keepal i ve messages.   I f  t he pr i mar y
   pat h,  whi ch i s nor mal l y used f or  message t r ansmi ss i on,  becomes
   unavai l abl e an aut omat i c changeover  t o one of  t he backup pat hs i s
   per f or med.
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4.   Usage of  SCTP as t r anspor t  pr ot ocol  f or  SI MCO

4. 1.   Lever agi ng SCTP’ s mul t i pl e st r eams f eat ur e

   A cent r al  concept  of  SI MCO ar e t he so−cal l ed pol i cy r ul es.   Pol i cy
   r ul es cor r espond t o pi nhol es on f i r ewal l s,  and t o addr ess bi ndi ngs on
   NATs.   They ar e cr eat ed,  modi f i ed,  and del et ed by means of  SI MCO
   t r ansact i ons,  i . e. ,  a r equest  sent  f r om t he SI MCO agent  t o t he
   mi ddl ebox pl us a posi t i ve or  negat i ve r epl y.

   Al l  SI MCO messages bear  a Tr ansact i on I dent i f i er  ( TI D)  f i el d t hat
   i dent i f i es t o whi ch t r ansact i on t he message bel ongs t o.   The TI D i s
   uni quel y assi gned by t he ent i t y t hat  sends t he t r ansact i on’ s  f i r s t
   message ( usual l y t he SI MCO agent ,  i n case of  asynchr onous
   not i f i cat i ons t he mi ddl ebox) .   Pol i cy r ul es ar e i dent i f i ed by a
   numer i cal  pol i cy r ul e i dent i f i er  ( PI D) .   When a r equest  cr eat es a new
   pol i cy r ul e at  t he mi ddl ebox,  t he mi ddl ebox assi gns a uni que PI D and
   r et ur ns i t  i n t he posi t i ve r epl y.   Al l  subsequent  t r ansact i ons t hat
   modi f y or  del et e t he pol i cy r ul e cont ai n t he r espect i ve PI D.

   I t  i s  i mpor t ant  t hat  t he t r anspor t  l ayer  pr ot ocol  pr eser ves t he or der
   of  t r ansact i ons t hat  r ef er  t o t he same pol i cy r ul e,  i . e. ,  t o t he same
   PI D.   For  exampl e,  i t  woul d be bad i f  a SI MCO agent  r equest ed a
   l i f et i me ext ensi on ( PLC wi t h non−zer o val ue)  f or  a speci f i c pol i cy
   r ul e and i mmedi at el y  af t er war ds r equest ed t o del et e i t  ( PLC wi t h zer o
   val ue) ,  but  t he del et e r equest  was del i ver ed t o t he mi ddl ebox bef or e
   t he l i f et i me ext ensi on r equest .   However ,  t her e i s  no r equi r ement
   t hat  pr ohi bi t s r eor der i ng of  SI MCO messages t hat  r ef er  t o di f f er ent
   pol i cy r ul es.

   The basi c i dea i s t her ef or e t o have sever al  bi di r ect i onal  pai r s of
   st r eams wi t hi n t he SCTP associ at i on.   Al l  SI MCO messages bel ongi ng t o
   one t r ansact i on,  i . e. ,  al l  messages t hat  have t he same TI D val ue
   shal l  be sent  over  t he same st r eam pai r .   Fur t her mor e,  al l  SI MCO
   t r ansact i ons t hat  r ef er  t o t he same PI D shal l  be t r anspor t ed over  t he
   same st r eam pai r .   Tr ansact i ons t hat  r ef er  t o ot her  PI Ds may be
   t r anspor t ed over  ot her  st r eams and ar e t her ef or e not  af f ect ed i f  one
   st r eam suf f er s f r om head−of −l i ne bl ocki ng.

4. 2.   Est abl i shment  of  SCTP associ at i on

   I n or der  t o set up a SI MCO sessi on,  an agent  est abl i shes one SCTP
   associ at i on t o por t  7626/ SCTP at  t he mi ddl ebox.

   Dur i ng est abl i shment  of  t he SCTP associ at i on,  t he agent  and t he
   mi ddl ebox wi l l  negot i at e t he number  of  s t r eams t o use,  accor di ng t o
   sect i on 5. 1. 1 of  [ RFC2960] .   Af t er  t he negot i at i on t he SCTP
   associ at i on has N1 st r eams f r om t he agent  t o t he mi ddl ebox and N2
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   st r eams f r om t he mi ddl ebox t o t he agent .   Fr om t hese st r eams,  onl y
   t he f i r st  N = mi n( N1, N2)  st r eams i n each di r ect i on ( i . e. ,  st r eams
   wi t h st r eam i dent i f i er s 0 t o ( N−1)  )  wi l l  be used.   A pai r  consi s t i ng
   of  t wo st r eams wi t h t he same st r eam i dent i f i er  but  r unni ng i n
   opposi t e di r ect i ons i s consi der ed and used as one bi −di r ect i onal
   st r eam pai r .

   I f  t he mi ddl ebox has accept ed f ewer  st r eams as r equest ed by t he
   agent ,  t he agent  MAY deci de t o shut down t he SCTP associ at i on wi t hout
   sendi ng any SI MCO messages.

   The N bi di r ect i onal  st r eam pai r s ar e used f or  t he t r ansmi ssi on of
   pol i cy r ul e r el at ed t r ansact i ons and pol i cy r ul e r el at ed asynchr onous
   not i f i cat i ons.   SI MCO sessi on r el at ed t r ansact i ons and not i f i cat i ons
   ar e al ways t r ansmi t t ed over  st r eam pai r  0.

4. 3.   Encapsul at i on of  SI MCO messages i nt o SCTP dat a chunks

   Ever y si ngl e SI MCO message MUST be passed as exact l y one user  message
   t o t he SCTP l ayer .   SCTP i mpl ement at i ons used i n conj unct i on wi t h
   SI MCO MUST suppor t  f r agment at i on of  user  messages t hat  exceed t he MTU
   ( see [ RFC2960] ,  sect i on 6. 9) .

   The SCTP dat a chunk’ s Payl oad Pr ot ocol  I dent i f i er  i s set  t o 15
   ( SI MCO) .

4. 4.   Mappi ng of  SI MCO Sessi on Cont r ol  Messages i nt o SCTP st r eams

   The obj ect i ve of  t he f ol l owi ng r equi r ement s i s t o r educe t he i mpact
   of  head−of −l i ne bl ocki ng by di st r i but i ng t r ansact i ons on sever al  SCTP
   st r eams whi l e r et ai ni ng or der i ng wher e needed.

4. 4. 1.   SI MCO Agent  behavi or  r equi r ement s

4. 4. 1. 1.   Sessi on Cont r ol  Messages

   Sessi on cont r ol  messages ( SE,  SA,  ST)  MUST be sent  over  st r eam 0.

4. 4. 1. 2.   Pol i cy Rul e Cont r ol  Messages t hat  do not  r ef er  t o a PI D

   The SI MCO agent  may use any i mpl ement at i on speci f i c st r at egy t o
   di st r i but e pol i cy r ul e cont r ol  messages t hat  do not  i nc l ude a PI D
   at t r i but e ( PRR,  PER,  PRL,  PDR)  over  t he N st r eams.

   Possi bl e s t r at egi es ar e,  f or  exampl e:
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   o  r ound r obi n

   o  SI MCO t r ansact i on i dent i f i er  ( TI D)  modul o N

   I f  t he SI MCO agent  r ecei ves a PRR posi t i ve r epl y,  PER posi t i ve r epl y,
   or  PDR posi t i ve r epl y,  t he SI MCO agent  MUST i nt er nal l y st or e t he
   mappi ng bet ween t he PI D cont ai ned i n t he r epl y and t he number  of  t he
   st r eam i t  was r ecei ved on.

4. 4. 1. 3.   Pol i cy Rul e Cont r ol  Messages t hat  r ef er  t o a PI D

   The SI MCO agent  MUST send r equest s t hat  i ncl ude a PI D at t r i but e ( PEA,
   PLC,  PS)  usi ng t he st r eam number  t hat  was saved f or  t hi s PI D,
   accor di ng t o Sect i on 4. 4. 1. 2.

   An agent  may want  t o send one of  t hese r equest s ( especi al l y PS)
   r ef er r i ng t o a pol i cy r ul e t hat  was not  est abl i shed by t hi s agent ,
   e. g. ,  i f  t he agent  has l ear ned t he PI D by means of  a PRL t r ansact i on.
   I n t hi s case,  t he agent  has no mappi ng f r om t hi s PI D t o an SCTP
   st r eam number .   The agent  may send t hi s r equest  over  any st r eam,
   accor di ng t o a st r at egy as descr i bed i n Sect i on 4. 4. 1. 2.   Then,  t he
   SI MCO agent  MUST i nt er nal l y st or e t he mappi ng bet ween t he PI D and t he
   st r eam number  i t  had chosen,  f or  l at er  usage as descr i bed i n t he
   f i r st  par agr aph of  t hi s sect i on.

4. 4. 2.   SI MCO ser ver  ( mi ddl ebox)  r equi r ement s

4. 4. 2. 1.   Repl i es t o t r ansact i ons i ni t i at ed by Agent

   For  sendi ng ( posi t i ve or  negat i ve)  r epl i es t o r equest s i ssued by t he
   MI DCOM agent ,  t he mi ddl ebox MUST use t he same out bound st r eam number
   as t he number  of  t he i nbound st r eam on whi ch t he r equest  was r ecei ved
   on.

4. 4. 2. 2.   Asynchr onous Rul e Event  not i f i cat i ons

   For  sendi ng ARE messages,  t he mi ddl ebox may use any i mpl ement at i on
   speci f i c s t r at egy,  such as r ound r obi n,  t o di st r i but e t he ARE
   not i f i cat i on messages over  al l  N st r eams.

4. 4. 2. 3.   Asynchr onous Sessi on Ter mi nat i on not i f i cat i ons

   AST messages MUST be sent  over  st r eam 0.
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5.   Secur i t y Consi der at i ons

   SCTP has cer t ai n advant ages over  TCP wi t h r espect  t o t he pr ot ect i on
   agai nst  deni al  of  ser vi ce ( DoS)  at t acks ( st at e cooki e mechani sm,
   ver i f i cat i on t ags)  [ RFC2960] .   However ,  t he mai n t hr eat s t hat  ar e
   i dent i f i ed i n [ I −D. st i emer l i ng−mi dcom−si mco]  appl y f or  usi ng SI MCO
   over  SCTP as wel l .   Ther ef or e,  t he r equi r ement s gi ven i n t he sect i on
   " Secur i t y Consi der at i ons"  of  [ I −D. st i emer l i ng−mi dcom−si mco]  MUST be
   f ul f i l l ed when usi ng SCTP i nst ead of  TCP,  t oo.   I nf or mat i on on known
   secur i t y t hr eat s and count er measur es speci f i c  t o SCTP can be f ound i n
   [ I −D. i et f −t svwg−sct pt hr eat ] .
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6.   I ANA consi der at i ons

   For  t he t r anspor t  of  SI MCO over  SCTP a user  por t  number  ( see
   Sect i on 4. 2)  and a SCTP Payl oad Pr ot ocol  I dent i f i er  ( see Sect i on 4. 3)
   have al r eady been r egi st er ed wi t h I ANA.

   No f ur t her  I ANA act i on i s  r equi r ed by t hi s document .

7.   Ref er ences

   [ I −D. i et f −t svwg−sct psocket ]
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   URI :    ht t p: / / www. i kr . uni −st ut t gar t . de/ en/ ~ki esel
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I nt el l ect ual  Pr oper t y St at ement

   The I ETF t akes no posi t i on r egar di ng t he val i di t y or  scope of  any
   I nt el l ect ual  Pr oper t y Ri ght s or  ot her  r i ght s t hat  mi ght  be c l ai med t o
   per t ai n t o t he i mpl ement at i on or  use of  t he t echnol ogy descr i bed i n
   t hi s document  or  t he ext ent  t o whi ch any l i cense under  such r i ght s
   mi ght  or  mi ght  not  be avai l abl e;  nor  does i t  r epr esent  t hat  i t  has
   made any i ndependent  ef f or t  t o i dent i f y any such r i ght s.   I nf or mat i on
   on t he pr ocedur es wi t h r espect  t o r i ght s i n RFC document s can be
   f ound i n BCP 78 and BCP 79.

   Copi es of  I PR di scl osur es made t o t he I ETF Secr et ar i at  and any
   assur ances of  l i censes t o be made avai l abl e,  or  t he r esul t  of  an
   at t empt  made t o obt ai n a gener al  l i cense or  per mi ssi on f or  t he use of
   such pr opr i et ar y r i ght s by i mpl ement er s or  user s of  t hi s
   speci f i cat i on can be obt ai ned f r om t he I ETF on−l i ne I PR r eposi t or y at
   ht t p: / / www. i et f . or g/ i pr .

   The I ETF i nvi t es any i nt er est ed par t y t o br i ng t o i t s at t ent i on any
   copyr i ght s,  pat ent s or  pat ent  appl i cat i ons,  or  ot her  pr opr i et ar y
   r i ght s t hat  may cover  t echnol ogy t hat  may be r equi r ed t o i mpl ement
   t hi s st andar d.   Pl ease addr ess t he i nf or mat i on t o t he I ETF at
   i et f −i pr @i et f . or g.

Di scl ai mer  of  Val i di t y

   Thi s document  and t he i nf or mat i on cont ai ned her ei n ar e pr ovi ded on an
   " AS I S"  basi s and THE CONTRI BUTOR,  THE ORGANI ZATI ON HE/ SHE REPRESENTS
   OR I S SPONSORED BY ( I F ANY) ,  THE I NTERNET SOCI ETY AND THE I NTERNET
   ENGI NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES,  EXPRESS OR I MPLI ED,
   I NCLUDI NG BUT NOT LI MI TED TO ANY WARRANTY THAT THE USE OF THE
   I NFORMATI ON HEREI N WI LL NOT I NFRI NGE ANY RI GHTS OR ANY I MPLI ED
   WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.

Copyr i ght  St at ement

   Copyr i ght  ( C)  The I nt er net  Soci et y ( 2006) .   Thi s document  i s  subj ect
   t o t he r i ght s,  l i censes and r est r i c t i ons cont ai ned i n BCP 78,  and
   except  as set  f or t h t her ei n,  t he aut hor s r et ai n al l  t hei r  r i ght s.
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