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Abstract

Thi s docunent specifies howto use SCTP for the transport of the
SIMCO (Version 3.0) protocol. SIMO (SInple Mddl ebox COnfiguration)
is a protocol that inplenents the M DCOM senmantics. It can be used
for controlling m ddl eboxes such as firewalls and network address
translators. SCTP (Stream Control Transm ssion Protocol) is a
transport | ayer protocol that is expected to have advantages for this
type of application, conmpared to TCP, which is the default transport
| ayer protocol for SIMCO. The specific requirenents for SI MO when
using SCTP instead of TCP are specified in this docunent.
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1. | nt r oducti on

The SIMCO (Sl nple M ddl ebox COnfiguration) protocol [I-D. stienerling-
m dcom-sinco] is a signaling protocol that inplenments the M DCOM
protocol semantics [RFC3989]. 1In the context of the M DCOM
architecture [ RFC3303], it can be used for controlling m ddl eboxes

[ RFC3234] such as firewalls and network address translators (NATS).

As outlined in [RFC3303], firewalls and NATs are potential obstacles
to packet streans, for exanple if dynam cally negotiated UDP or TCP
port numbers are used, as in nmany peer-to—peer conmuni cation
applications. SIMXO allows applications to comunicate with

m ddl eboxes on the datagram path in order to request a dynamc
configuration at the m ddl ebox that enabl es datagram streans to pass
the m ddl ebox. Applications can request pinholes at firewalls and
address bi ndi ngs at NATs.

The SIMCO specification [I-D.stienerling-m dconsi nco] nmandates TCP
(Transm ssion Control Protocol) [RFCO793] as the default transport
for SI MCO

The Stream Control Transm ssion Protocol (SCTP) [RFC2960] has
originally been designed as a part of the SI GIRAN architecture

[ RFC2719], for the transport of Signaling System No. 7 (SS7) nessages
over |P. However, this rather special purpose is achieved by
adaptation |ayers on top of SCTP. SCTP itself has been designed as a
generic transport protocol for IP networks, at the sanme layer in the
protocol stack as TCP or UDP

SCTP offers several advantages conpared to TCP for the transport of
signaling protocols, especially in scenarios with high reliability
requi rements or high signaling traffic between two endpoints.

Thi s docunment suppl enents the SIMCO Version 3.0 specification

[l -D.stienmerling—-mdcom-sinco] by item zing the requirenments for
transporting SI MCO over SCTP
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2. Requirements notation
The key words "MJST", "MJST NOTI", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Potenti al benefits

A summary of SCTP' s properties and advantages is given in [ RFC3257].
Two of these properties are of special benefit, especially when SI MCO
is used in |arge-scal e depl oynents.

3.1. Miltiple streans for reduced head-of -l i ne bl ocking

SCTP allows to send user nessages over several streams within a
singl e SCTP associ ation. SCTP ensures in-order delivery only for
those nmessages that are sent through the sane stream This limts
the inpact of the so-called head-of -line (HOL) bl ocking problemto
one stream

HOL bl ocking occurs if a reliable transport |ayer protocol has to
retransmt a nessage due to packet loss or bit errors. Subsequent
nmessages that have already arrived at the receiving side cannot be
delivered to the upper protocol layers until the retransm ssion is
conpleted. Instead, they have to be buffered, in order to ensure in-
order delivery. Unlike TCP, which has to buffer the whole
connection, SCTP has to buffer only one stream while nessages from
other streanms still can be delivered to the upper |ayer protocol

SI MCO can profit fromSCTP's nultiple streans feature as a typica
SI MCO session consists of several nessage threads, each of them
requiring in-order delivery, but being i ndependent of each others.

3.2. Muiltihom ng Support

SCTP transparently supports endpoints with several |P addresses.
This allows for having several physical network interfaces connected
to different networks. The availability of all paths between these
interfaces is nonitored with keepalive nessages. |If the primry
path, which is normally used for nessage transm ssion, becones
unavai l abl e an aut omati ¢ changeover to one of the backup paths is
per f or med.
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4. Usage of SCTP as transport protocol for SIMO
4.1. Leveraging SCPT's nmultiple streanms feature

A central concept of SIMCO are the so-called policy rules. Policy
rul es correspond to pinholes on firewalls, and to address bi ndi ngs on
NATs. They are created, nodified, and del eted by neans of SIMCO
transactions, i.e., a request sent fromthe SI MO agent to the

m ddl ebox plus a positive or negative reply.

Al l SI MCO nessages bear a Transaction ldentifier (TID) field that
identifies to which transaction the nmessage belongs to. The TID is
uni quel y assigned by the entity that sends the transaction’s first
nmessage (usually the SIMCO agent, in case of asynchronous
notifications the m ddlebox). Policy rules are identified by a
nunerical policy rule identifier (PID). Wen a request creates a new
policy rule at the m ddl ebox, the m ddl ebox assigns a unique PID and
returns it in the positive reply. Al subsequent transactions that
nodify or delete the policy rule contain the respective PID.

It is inportant that the transport |ayer protocol preserves the order
of transactions that refer to the sane policy rule, i.e., to the sane
PID. For exanple, it would be bad if a SIMCO agent requested a
policy rule and i mediately afterwards canceled it, but the delete
nmessage was delivered to the m ddl ebox before the enabl e nessage.
However, there is no requirenment that prohibits reordering of SIMCO
nmessages that refer to different policy rules.

The basic idea is therefore to have several bidirectional pairs of
streans within the SCTP association. Al SI MO nessages belonging to
one transaction, i.e., all nessages that have the sanme TID val ue
shal|l be sent over the same streampair. Furthernore, all SIMCO
transactions that refer to the sane PID shall be transported over the
same streampair. Transactions that refer to other PIDs may be
transported over other streanms and are therefore not affected if one
stream suffers from HOL bl ocki ng

4.2. Establishnent of SCTP associ ati on

In order to setup a SI MCO session, an agent establishes one SCTP
association to port 7626/ SCTP at the m ddl ebox.

During establishment of the SCTP association, the agent and the

m ddl ebox will negotiate the nunmber of streans to use, according to
section 5.1.1 of [RFC2960]. After the negotiation the SCTP

associ ation has N1 streans fromthe agent to the m ddl ebox and N2
streanms fromthe mddl ebox to the agent. Fromthese streans, only
the first N = mn(NL, N2) streans in each direction (i.e., streans
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with streamidentifiers O to (N-1) ) will be used. A pair consisting
of two streans with the sanme streamidentifier but running in
opposite directions is considered and used as one bi -directiona
stream pair.

If the m ddl ebox has accepted fewer streans as requested by the
agent, the agent MAY decide to shutdown the SCTP associ ation w thout
sendi ng any SI MCO nessages.

The N bidirectional streampairs are used for the transm ssion of
policy rule related transactions and policy rule rel ated asynchronous
notifications. SIMCO session related transactions and notifications
are always transmitted over streampair O.

Encapsul ati on of SIMCO nessages into SCTP data chunks

Every single SIMCO nessage MUST be passed as exactly one user nessage
to the SCTP | ayer. SCTP inplenentations used in conjunction with

SI MCO MUST support fragnentation of user nessages that exceed the MIU
(see [ RFC2960], section 6.9).

The SCTP data chunk’s Payl oad Protocol ldentifier field is set to ???
(SIMCO (TBD, see | ANA considerations section).

Mappi ng of SI MCO Session Control Messages into SCTP streans

The objective of the following requirenents is to reduce the inpact
of HOL bl ocking by distributing transactions on several SCTP streans
whil e retaini ng orderi ng where needed.

.1.  SI MCO Agent behavior requirenents

.1.1. Session Control Messages

Session control nessages (SE, SA, ST) MJST be sent over streamO.
.1.2. Policy Rule Control Messages that do not refer to a PID

The SI MCO agent may use any inplenmentation specific strategy to

di stribute policy rule control nessages that do not include a PID
attribute (PRR, PER, PRL, PDR) over the N streans.

Possi bl e strategies are, for exanple:

o round robin

o SIMCO transaction identifier (TID) nodulo N
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o find status of all outbound streans and select the one with | east
unacknow edged data chunks

If the SI MCO agent receives a PRR positive reply, PER positive reply,
or PDR positive reply, the SIMCO agent MJUST internally store the
mappi ng between the PID contained in the reply and the nunber of the
streamit was received on.

4.4.1.3. Policy Rule Control Messages that refer to a PID
The SI MCO agent MJST send requests that include a PID attribute (PEA,
PLC, PS) using the stream nunber that was saved for this PID,
according to Section 4.4.1. 2.
An agent may want to send one of these requests (especially PS)
referring to a policy rule that was not established by this agent,
e.g., if the agent has |earned the PID by neans of a PRL transaction
In this case, the agent has no mapping fromthis PIDto an SCTP
stream nunber. The agent may send this request over any stream
according to a strategy as described in Section 4.4.1.2.

4.4.2. SI MO server (mddlebox) requirenents

4.4.2.1. Replies to transactions initiated by Agent
For sending (positive or negative) replies to requests issued by the
M DCOM agent, the m ddl ebox MJUST use the same outbound stream nunber
as the nunmber of the inbound stream on which the request was received
on.

4.4.2.2. Asynchronous Rule Event notifications
For sendi ng ARE nessages, the m ddl ebox may use any inpl enentation
specific strategy to distribute the ARE notification nessages over
all N streans.
Possi bl e strategies are, for exanple:
o round robin

o find status of all outbound streans and select the one with | east
unacknow edged data chunks

4.4.2.3. Asynchronous Session Term nation notifications

AST nessages MJUST be sent over streamO
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5.

Security Consi derations

SCTP has certain advantages over TCP with respect to the protection
agai nst deni al of service (DoS) attacks (state cookie mechani sm
verification tags) [ RFC2960]. However, the main threats that are
identified in [I-D.stiemerling-m dcom-sinco] apply for using SI MO
over SCTP as well. Therefore, the requirenents given in the section
"Security Considerations" of [I-D. stienerling-mdcom-sinto] MJST be
fulfilled when using SCTP instead of TCP, too. Information on known
security threats and counternmeasures specific to SCTP can be found in
[ -D. stewart -t svwg-sct pt hreat].
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6.

| ANA consi derations

According to [I-D.stienerling—-m dcom-sinto], the well-known port
nunber 7626/ TCP has been registered with ANA for SIMCO. The sane
port numnber should be registered for SCTP.

An SCTP Payl oad Protocol ldentifier should be registered for SIMQ
see http://ww. iana. org/ assi gnnment s/ sct p—paraneters

Ref er ences

[1-D.ietf-tsvwg—sct psocket ]
Stewart, R, "Sockets APl Extensions for Stream Contro
Transm ssi on Protocol (SCTP)"
draft -i etf-tsvwg-sct psocket -11 (work in progress),
Sept enber 2005.

[1-D. stewart -t svwg-sct pt hreat ]
Stewart, R, "Stream Control Transm ssion Protocol (SCTP)
Security Threats", draft-stewart-tsvwg-sctpthreat-03 (work
in progress), June 2005.

[I-D.stiemerling—-m dcontsi nco]
Stienmerling, M, "Sinple Mddl ebox Configuration (Sl MO
Protocol Version 3.0", draft-stiemerling-m dcom-si nco-07
(work in progress), May 2005.

[ RFCO793] Postel, J., "Transm ssion Control Protocol", STD 7,
RFC 793, Septenber 1981.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[RFC2719] Ong, L., Rytina, I., Garcia, M, Schwarzbauer, H , Coene,
L., Lin, H, Juhasz, |., Holdrege, M, and C. Sharp
"Framewor k Architecture for Signaling Transport”,
RFC 2719, Cctober 1999.

[ RFC2960] Stewart, R, Xie, Q, Mrneault, K., Sharp, C
Schwar zbauer, H., Taylor, T., Rytina, |I., Kalla, M,
Zhang, L., and V. Paxson, "Stream Control Transm ssion
Protocol ", RFC 2960, Cctober 2000.

[ RFC3234] Carpenter, B. and S. Brim "M ddl eboxes: Taxonony and
| ssues”, RFC 3234, February 2002.

[ RFC3257] Coene, L., "Stream Control Transm ssion Protoco
Applicability Statenment”, RFC 3257, April 2002.

Ki esel Expires April 15, 2006 [ Page 10]



| nt er net —Dr af t S| MCO over SCTP Cct ober 2005

[ RFC3303] Srisuresh, P., Kuthan, J., Rosenberg, J., Mlitor, A, and
A. Rayhan, "M ddl ebox conmuni cation architecture and
framewor k", RFC 3303, August 2002.

[ RFC3989] Stienerling, M, Qittek, J., and T. Taylor, "M ddl ebox

Conmuni cations (M DCOM Protocol Semantics", RFC 3989,
February 2005.

Ki esel Expires April 15, 2006 [ Page 11]



| nt er net —Dr af t S| MCO over SCTP Cct ober 2005

Aut hor’' s Address

Sebasti an Ki esel

Uni versity of Stuttgart
Pfaf fenwal dri ng 47
Stuttgart 70569

Ger many

Phone: +49 711 685 7992

Emai | : ki esel @kr.uni-stuttgart.de
URI : http://ww. i kr.uni-stuttgart.de/en/~ki ese

Ki esel Expires April 15, 2006 [ Page 12]



| nt er net —Dr af t S| MCO over SCTP Cct ober 2005

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that might be clained to
pertain to the inplenentation or use of the technol ogy described in
this docurment or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
nmade any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made avail able, or the result of an
attenpt nade to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplementers or users of this
specification can be obtained fromthe | ETF on-line I PR repository at
http://www. ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enment
this standard. Please address the information to the | ETF at
ietf-ipr@etf.org.
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