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Abstract—Nowadays, users consume digital services with
their digital identities on a multitude of different devices, e.g.
notebooks, smartphones or even TV sets. Hereby, users are
faced with additional challenges, i.e., devices have different
security levels and not all digital identities must be used on all
devices. Identities used for home banking should not be used
on an insecure device and business identities should only be
used on business devices. Moreover, it should be possible to
switch between devices in a seamless way without the need to
reauthenticate again on each device. Therefore, we propose an
architecture that integrates all user devices and exploits identity
management systems for ubiquitous user authentication.

The proposed architecture improves usability by reducing
the number of manual authentication procedures, by relaying
authentication to devices with appropriate input capabilities
and by supporting the user in identity selection. Security
is improved by the possibility to perform authentication on
secure devices, the provisioning of short-lived tokens to in-
secure devices and the opportunity to perform multifactor-
authentication across devices. Our implementation is based on
the Shibboleth IdM system and serves as proof-of-concept of
our architecture. The conducted security evaluation confirms
that our concept does not introduce additional security threats.

Keywords-Digitial Identity, Identity Management, Ubiquitos
authentication, Virtual Device, Session Management

I. INTRODUCTION

Since a couple of years we realize that Marc Weiser’s
vision of ubiquitous computing is becoming reality. Usage of
information technology became an integral part of our daily
life and makes it easier. However, we must admit that we still
have not achieved the principle of disappearing information
technology in the sense that we are not “freed to use them
without thinking* [1].

One prominent example that confirms this statement is the
authentication against services. Nowadays, we struggle with
multiple accounts for various service providers (SP). Each
requires us to memorize password-username combinations
for authentication. This contradicts to the vision of disap-
pearing information technology in two aspects: Usability and
Security.

It is obvious that memorizing a multitude of username-
password combinations is not usable. Therefore, users tend

to use simple passwords that can be revealed by brute-
force attacks. In addition, they use the same username-
password combination with different SPs. This makes the
user vulnerable to various attacks. Among them are im-
personification attacks by malicious SPs, pishing attacks
and attacks against the SP’s user database that often store
user passwords in cleartext as recently exploited [2], [3].
Moreover, usability is degraded with the introduction of
different authentication methods. In particular for online-
banking and business applications, the used authentication
methods are more sophisticated and more challenging to
users.

Some of the mentioned drawbacks are solved by user-
centric identity management (IdM) systems like Openld [4],
Shibboleth [5], Liberty Alliance [6] or Microsoft Cardspace
[7]. By means of single sign-on (SSO) and federation the
number of username-password combinations can be reduced
significantly. Instead of having a username-password combi-
nation for each SP individually, the user authenticates against
an identity provider (IdP) that is trusted by SPs. In addition
the IdP can provision user attributes (e.g. age, address) to
SPs and increase the usability neglecting potential privacy
drawbacks. In the following we call an account with an IdP
a digital identity.

Most IdM systems implicitly assume that the user has only
one device to use his digital identities in order to consume
services. This assumption does not hold anymore. Today
a user possesses and even simultaneously uses different
devices (e.g. smartphone and notebook) for varying purposes
(e.g. private, business). This creates not only additional
challenges regarding the security and usability of IdM sys-
tems, but also provides new opportunities like multi-factor
authentication. Among the challenges and opportunities are:

o Seamless device change: Consumption of services
across devices without the need to reauthenticate for
every service individually on each device.

o Sharing of security features: Make use of security capa-
bilities (e.g. authentication methods) that are provided
by another device that is owned by the same user for
secure authentication.

« Authentication on secure devices: Use the most secure



user device for authentication.

The focus of this paper is on the presentation of an
architecture that tackles the challenges and exploits new
opportunities, which emerge from using several devices
with IdM systems. This paper is structured as follows. In
Section II, we introduce five usage scenarios that illustrate
challenges and opportunities to extend IdM in general and
in particular authentication to multiple devices. Based on
the scenarios, we derive core requirements (c.f. Section III)
that are addressed by three key concepts in Section IV.
The key concepts are reflected in the overall architecture
that is presented in Section V. Section VI describes the
implementation based on the Shibboleth IdM system. In
Section VII we show how we evaluated the security of
the architecture. Section VIII presents related work before
Section IX concludes the paper.

II. USAGE SCENARIOS

Based on the assumption that a user has several devices,
we introduce five different scenarios that identify new chal-
lenges for IdM systems.

A. Scenario 1: Fast Device Change

Mobility is becoming commodity. Many activities are
performed at different locations with different devices. One
visionary scenario, which is often used in research [8], [9],
is the change of devices due to mobility.

Description: At home, the user begins watching a
movie provided by a video on demand (VoD) provider on
the 50” TV screen. That means the user has to authenticate
against the VoD provider on the TV screen. During the
movie, the user leaves his home and wants to continue
watching on the smart phone. Today, the user has to reau-
thenticate, select the movie again and trigger a fast forward
to the position where the movie was stopped.

Challenge: It should be possible to continue an existing
service session on a second device without the need for
reauthentication against the SP on the second device.

B. Scenario 2: Insufficient Security Features

Some services need more trust into the user identity than
others. This can be achieved by the usage of dedicated
security equipment (e.g. card readers or one-time password
generators).

Description: The SP requests that authentication should
be based on a SIM card, since the operator of the mobile
network is trustworthy and has verified the identity of
its customers by out-of-band means (e.g. verification of
passport). Since the notebook of the user has no means for
SIM card based authentication, the user cannot make use of
the service.

Challenge: It should be possible to share the authenti-
cation capabilities across all devices of a user.
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Figure 1: Virtual Device concept

C. Scenario 3: Business and Private Devices

Many employees use notebooks, smartphones and other
devices that are provided by their employer. In addition,
every employee has its own private devices. In many jobs the
border between private life and business activities is blurred.
That means one can work at home or use time on business
trips for private purposes.

Description: A consequence of such nomadic behavior
is that you often do not differentiate between private use and
business use of your communication devices. For example
one checks business mails on private computers via web
interfaces or uses private Facebook accounts on the busi-
ness smartphone. Hereby, every usage context has different
security requirements [10].

Challenge: The usage context of identities and de-
vices should be considered and identity usage potentially
restricted.

D. Scenario 4: Identity Usage on Insecure Devices

Often users have computers or other communication de-
vices at home that are not that good maintained from a
security perspective. Either necessary security patches are
not applied leading to a lot of vulnerabilities or malicious
programs are installed. Therefore, using such kind of devices
might have serious consequences. In particular authenticat-
ing on such devices might lead to intercepted credentials
(e.g. username/password combinations) resulting in identity
theft and impersonification.

Description: A user wants to read his emails provided
by a webmail provider on an insecure machine. Since the
machine has generous hardware (large display, ...) it is
attractive for the user, even if the machine does not provide
adequate security. The smartphone, which is assumed to be
more secure, is not used at all.

Challenge: For authentication, i.e. the usage of creden-
tials, the most secure device should be used. Only short-time
credentials should be made available to insecure devices.

E. Scenario 5: Insufficient Input Methods

More and more devices get network access without so-
phisticated input capabilities, like keyboards. A user should
be able to authenticate on a device with appropriate input
capabilities.



Description: 1If a user wants to access his private
images on a game console, it should be possible to use the
notebook for authentication [11].

Challenge: Relay the authentication to a more powerful
and trusted device in case of limited input capabilities.

III. REQUIREMENTS

Based on the usage scenarios introduced above, we derive
the following requirements:

¢ R1 - Secure exchange: We have to securely exchange
information between the user devices. Among the in-
formation might be assertions for authentication against
SPs.

o R2 - Task distribution: Different devices of a user are
responsible for different tasks. It must be possible that
authentication against an IdP takes place on one device,
whereas the service is consumed on another device.

« R3 - Remote Activation: If one device cannot fulfill the
requirements, e.g. by a SP regarding authentication, it
must be possible to trigger another device to perform
the authentication.

e R4 - Discovery of user devices: It is required to discover
all devices belonging to the same user. Only devices in
the proximity of the user can be used for authentication
against IdPs.

¢ RS - Capture of device characteristics: The properties
of user devices have to be captured and exchanged
among each other. Supported authentication methods
are of interest in particular. In addition it is required
to capture relevant device properties (e.g. operating
system, installed software) to determine the security
level of a device. The security level of a device is a
metric that allows the quantification of security.

o R6 - Establishment of security associations: It is neces-
sary that devices authenticate each other and establish
a confidentiality and integrity protected channel.

¢ R7 - Determination of usage context: The usage context
of devices as well as of identities has to be declared by
the user.

o R8 - Distributed data handling: Every device captures
and stores information regarding the device itself as
well as the user and his identities. Since this data is
required for decision making, it has to be exchanged
between the devices.

These requirements are addressed by the following key
concepts. The key concepts have been defined to separate
concerns in the design of the architecture.

IV. KEY CONCEPTS

A. Virtual Device Concept

The Virtual Device is the basic key concept. It provides an
umbrella for all devices belonging to one user and renders it
possible that all user devices appear to 3rd parties (i.e. SPs
and IdPs) as one device. Fig. 1 illustrates this concept.
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Figure 2: Virtual Device View

This concept is not new. In literature several proposals
exist that have designed architectures to integrate various
devices and make shared use of the available resources [12]—
[14]. We use it as a basic enabler to fulfill the following
requirements: R1, R4, R5, R6, and RS§

B. Session Split Concept

Ordinary IdM systems are designed to have the IdP ses-
sion and the SP session on the same device. The IdP session
is established by authenticating against the IdP. Based on
an IdP session, the user can obtain assertions and provide
these assertions for authentication to SPs. The SP verifies
the obtained assertion and grants access to its service.
Depending on the IdM system, the SP and the IdP have
established a trust relationship apriori (e.g. Shibboleth and
Liberty Alliance) or establish it on demand (e.g. Openld).

Based on the Virtual Device concept, we assume trust
between devices. Therefore, we can basically distribute
sessions across devices. The device having established the
IdP session needs not necessarily to be the same device as
the one on which the service is consumed. This enables
a new degree of freedom, because new selection criteria
for distributing sessions are available. For the selection of a
device to establish the IdP session the following criteria can
be considered:

o Security level
« Authentication capabilities
o Input devices
« Usage context

In contrast, the SP session might be established on devices
that are more powerful or dedicated regarding resources (e.g.
display size, computing power) like game consoles. With this
key concept we address the requirement of task distribution
(R2).

C. Multi-device IdM Concept

Based on the Virtual Device concept and the Session Split
concept, we can establish the Multi-device IdM concept. The
Multi-device IdM concept comprises the secure exchange of
assertions to establish SP sessions, the remote activation of
identities on other user devices, the prefiltering of useable
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Figure 3: Component View

identities as well as the acquisition of information about
available and active identities (R2, R3, R7).

Assertion Exchange: To establish a SP session on a device
without an IdP session, we need to transfer assertions from
one device to another. This is realized by the Assertion
Exchange protocol (AEP) (see Section V-A) that allows
requesting and obtaining tokens for a particular identity. The
providing device checks the request against the configured
policies that limit the usage of identities across devices. As
an optional security mechanism, the user has to confirm the
request on the providing device.

Remote Activation: If an IdP session for a dedicated
identity cannot be established on one device, it has to be
possible to activate this identity on another device. This is
realized by the Remote Identity Activation Protocol (RIAP)
(see Section V-A). Activation of identities on other devices
requires that the requested device is in the proximity of the
user and that the request is authorized.

Filtering of Identities: We assume that not each identity
can be used on every device. First, specific credentials or
specific authentication methods might be required to activate
an identity that are not available on all devices. Second, the
usage context of an identity might not be appropriate for a
device (see Section II-C). Third, an identity should not be
activatable on some devices due to security constraints, e.g.
the security level is too low to use a dedicated identity.

Active Identities: The information on activated identities,
i.e. an IdP session exists, should be available on other
devices. With this information the number of active IdP
sessions can be reduced and the burden for users to reau-
thenticate on another device is decreased. For the exchange

of information related to identities, we have introduced the
Identity Information Exchange Protocol (IIEP).

V. ARCHITECTURE

The architecture realizes the three key concepts (see
Section IV. Fig. 2 illustrates the interfaces between the
devices that are part of a Virtual Device.

The Device Management interface realizes the Virtual De-
vice concept, i.e. other devices are discovered, information
about devices are exchanged and security associations are
established. The Identity Management interface provides all
functionality required to realize the Session Split and Multi-
device IdM concept.

Fig. 3 provides a more detailed view on the components
inside one device. It consists of the Identity Transfer Enabler,
the Identity Manager, the Security Module and the Device
Manager.

The functionality of the Device Manager, which real-
izes the Device Management interface has already been
mentioned before. The Security Module provides a secure
storage for certificates, private keys and credentials that have
been obtained during the establishment of an IdP session.
The realization of the security module is out of scope of
this paper. In the following, we go into the details of the
Identity Transfer Enabler and the Identity Manager, because
both components realize in cooperation the Multi-device
IdM concept.

A. Identity Transfer Enabler

The Identity Transfer Enabler implements the AEP, the
RIAP and the IIEP.
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AEP is used to obtain SP assertions from another device
on which already an IdP session for the corresponding
identity exists. Fig. 4a illustrates the corresponding message
flow that is aligned with the Security Assertion Markup
Language (SAML) protocols. It is assumed that the user
has authenticated against the IdP on Device 2, thus an IdP
session exists which allows the creation of tokens for SSO
and that Device 1 is informed about the identity activation
by means of IIEP. If the user switches to Device 1, requests
a service and selects the same identity that is already active
on Device 2, we are in the position to avoid an additional au-
thentication procedure by exploiting the existing IdP session
on Device 2.

The received Authentication Request (AuthNRequest)
messages are encapsulated in an Assertion Request and
forwarded from Device 1 to Device 2, which requests the
needed assertion and returns it in the Assertion Response
message to Device 1 that decapsulates the contained Au-
thentication Response (AuthNResponse) and forwards it
to Device 1. Based on the successful verification of the
provided assertions, the SP grants access to the service and
a SP session is established.

RIAP renders it possible to activate identities on remote
devices (see Fig. 4b). This provides the opportunity to make
use of secure devices for authentication or fulfill specific SP
requirements regarding authentication. In addition, devices
with acceptable user interfaces can be used for authentication
to improve usability. Fig. 4b illustrates one scenario in which
the Remote Identity Activation Protocol can be used. It is
assumed that the devices have exchanged information about
their capabilities. The SP requests a specific authentication
method (e.g. authentication by means of a SIM card) in

the AuthNRequest that cannot be met by Device 1 for the
selected identity. Therefore, Device 1 triggers the activation
of the identity by sending an Identity Activation Request
to Device 2. The Identity Activation Request contains the
AuthNRequest received from the SP. Subsequently, the user
authenticates on Device 2 against the IdP and the required
tokens are returned to Device 1 in order to establish the SP
session.

B. Identity Manager

As the name indicates, the identity manager is responsible
for managing the user’s digital identities. This includes an
interface for applications that can be used to request the
activation of identities, functionality to select identities and
a framework for the prefiltering of identities.

The filtering framework decides about the identities that
can be used on a device. Fig. 5 illustrates the two step
filtering process. In a first step, meta data on identities and
meta data on devices is brought together with policies to
create a list of identities that can be used on a device. The
meta data on devices describes the authentication capabil-
ities, the security level and the usage context. Meta data
on identities contains supported authentication methods and
security requirements for the device on which the identity
should be used. This information might be provided by the
IdP. In addition the user can add specific meta data, e.g. the
usage context of the identity. Information about identities
that are known on other devices is exchanged through the
Identity Transfer Enabler.

Policies provide a flexible way to determine which iden-
tities can actually be used under which circumstances.
Policies can be specified by the user itself or by system
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administrators of companies. We have selected eXtensible
Access Control Markup Language (XACML) [15] as the
policy language. In consequence we can differentiate three
kinds of identities:

o Directly usable identities: This category comprises
identities that can basically be used without any interac-
tion with other devices. That means the device is secure
enough, supports the authentication method needed to
activate (— authentication against IdP) the identity and
the usage context fits.

« Indirectly usable identities: Identities that can only be
used with the support of another device that takes over
the authentication against the IdP and provides the
required assertions (c.f. RIAP).

o Unusable identities: All identities that cannot be used
on a device are in this category. Reasons why an
identity cannot be used on a particular device are among
others an insufficient security level or an inappropriate
usage context.

Since SP’s requirements regarding authentication and nec-
essary user data as well as the active identities are subject
to dynamic changes, we introduced a second filtering step.
The outcome is an identity list that is presented to users
for identity selection. We currently do not consider privacy
aspects in our filtering framework. In a third filtering step,
we plan to use the metrics defined in [16] to consider privacy
aspects.

VI. IMPLEMENTATION

We have implemented the architecture as a proof-of-
concept for the Shibboleth IdM system. We have selected the
Shibboleth IdM system due to the availability of the source
code and prior experience with Shibboleth. It is basically
possible to implement the same concept on top of Openld.

Our testbed consisted of four machines, each running
Ubuntu Linux 10.04 as depicted in Fig. 6. The IdP as well
as the SP are running the Shibboleth IdM software [17] on
top of the Apache webserver and TomCat application server,
respectively. The available source code of the IdP and SP has
not been modified. Since the focus of the proof-of-concept
implementation is on the exchange of assertions and the
remote activation of identities, we have restricted the Virtual
Device concept to the necessary parts. That means we have
no dynamic device discovery, i.e. every device knows all
other devices in advance. Adding dynamic device discovery
can be achieved by using the AllJoyn framework [18].

The establishment of security associations between de-
vices has been realized by means of X.509 certificates that
have been signed by a private key, which is dedicated to
one Virtual Device. In addition, we maintain certificate
revocation lists within a Virtual Device to cope with lost de-
vices. Confidentiality-protected and authenticated channels
between the devices are established using the TLS protocol
[19].

So far the implementation effort has been limited to a few
thousand lines of code, which confirm the principle feasibil-
ity of the designed concepts. Currently we are working on
the integration of our concepts into web browsers based on
the SAML Enhanced Client or Proxy Profile (ECP) [20].

VII. SECURITY EVALUATION

With the Virtual Device concept we have introduced
additional interfaces between devices that are subject to
attacks. Therefore, we considered security during the com-
plete design process. During the requirement specification
phase we specified security requirements based on an asset
and threat analysis. We used the results to extend the
functional requirements in order to introduce appropriate
countermeasures.

Finally, we evaluated the designed architecture against the
requirements. In addition we created extended use cases (so
called misuse cases), how the system might be misused.
In the following we focus on our attacker model, give
an overview on the considered attacks and exemplify the
methodology along one sample attack. Finally we give a
short overview on introduced countermeasures.

A. Attacker Model

We can differentiate two categories of attackers: Internal
and External Attackers

Internal attackers are the user, the IdP and the SP. It
is essential for IdM that the user trusts at least the IdP.
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Therefore, the IdP or an SP are not considered as attackers.
Moreover, we want to provide the user with a system that
assists him with authentication across all his devices and
we do not want to protect the user from himself. Thus,
the consideration of internal attackers was out of scope.
Our focus is on external attackers, i.e. all entities that
are not directly participating. We focused in particular on
attacks that result from the introduction of the Virtual Device
concept and the communication between the devices.

B. Attack Overview

We identified three different protection goals that an
external attacker might consider: Authenticity, Privacy and
Auvailability. Figure I provides an overview of the attacks
with the corresponding countermeasures.

Attack Attacker ~ Countermeasures
Authenticity: Illegal  External  Authentication of devices
Service Consumption Encrypted information exchange
between devices
Manual confirmation of requests
Privacy: Observation of ~ External  Privacy-protecting service dis-
Virtual Device covery
Encrypted information exchange
between devices
Privacy: Observation of ~ External  Encrypted information exchange
SP and IdP Sessions between devices
Encryption of stored information
within Virtual Device
Availability: External ~ Fallback to independence of Vir-

Interruption of Virtual tual Device

Device Operation

Table I: Attack Overview

C. Attack Trees

For the modeling of attacks we used the attack tree
methodology [21]. Fig. 7 illustrates how an attacker might
consume a service on behalf of a user. Each path from
the root of the graph to the leaves represents a potential
attack. The highlighted attack paths represent potential at-
tacks introduced with the Virtual Device. For example, the
attacker could establish a new service session by requesting
a SP Token from one of the devices that is part of the
Virtual Device. We considered all paths and confirmed that
appropriate security mechanisms are in place.

D. Countermeasures

In order to avoid unauthorized identity activation and
requests for SP tokens from other devices we have intro-
duced the following mechanisms. First, all devices within a
Virtual Device have to authenticate against each other. This
avoids that foreign devices are considered as part of the
Virtual Device. Second, the communication channel between
devices of a Virtual Device is encrypted. Third, activating
identities and requesting SP tokens from another device has
to be confirmed by the user in order deal with lost and stolen
devices. Finally, we assume that all user devices provide all
locking functionality to prevent unauthorized usage.

VIII. RELATED WORK
A. Virtual Devices and Personal Networks

The concept of Virtual Devices or Personal Networks is
well known in literature [13], [14], [22]. Several devices
belonging either to one user or to trusted parties are coop-
erating to achieve a common goal. Among the goals are:

o Network access: One device acts as a gateway and
provides global connectivity to other devices. Hereby,
the selection of the gateway and the corresponding
interface is challenging [12], [23].

« Data provisioning: Users want access to their personal
data from all devices. In particular for copyright pro-
tected content, content owners want to limit access by
digital rights management systems. Several solutions
have been standardized [24] or proposed to enable
access on all user devices [25], [26].

« Capability sharing: The devices being part of a Virtual
Device are heterogeneous regarding their capabilities
(e.g. display size, computing power, ...). From the
user perspective the most benefit can be obtained, if
the devices share their capabilities [14], [27]. This
includes the distribution of multimedia session across
several user devices [28], [29] but also the relaying of
computing intensive tasks to powerful machines [30].

« Context Management: All devices belonging to a Vir-
tual Device can cooperate to capture and process con-
text information. Reasoned by the heterogeneity of
devices and thus the available sensors, much more
context information can be gathered [31].
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To achieve these goals all solutions have to address several
challenges. These challenges are device discovery, trust
establishment between devices and the exchange of device
capabilities. Several solutions for device discovery have
been proposed, e.g. the Service Discovery Protocol (SDP)
provided by Bluetooth, the Service Location Protocol (SLP)
[32] or DNS-based service discocery (DNS-SD) [33]. We
assume that any protocol is adequate within our architecture.

Trust between devices can be established by device pair-
ing. As a result of device pairing the devices have established
security associations. Surveys of device pairing methods are
provided in [34], [35]. Basically our simple approach for
establishing trust between devices can be replaced by a more
sophisticated method.

For the description of device capabilities, several stan-
dards exist. CC/PP [36] as well as OMA User Agent Profile
[37] focus on the adaptation of content for optimal user ex-
perience on user devices. An alternative initiative is WURFL
[38], which provides open access to device descriptions. All
possibilities are not adequate for our scenarios, since they
neither describe the usage context of a device nor its security
capabilities.

B. Identity Management

Identity Management is a very comprehensive topic and
has different facets. Single Sign-On, Attribute Provisioning
and Single Log-Off increase usability and security from
the user’s perspective. Such capabilities are provided by
identity management systems like Openld [4], Shibboleth
[5], Liberty Alliance [6] or Microsoft Cardspace [7].

Another facet of identity management is privacy protec-
tion. A SP should only obtain as much information about the
user as actually necessary [39]. Based on the requirements of
the SP, the user is able to select one of his “partial identities”
[39], [40] to restrict the available information. The concept

of “partial identities” is also known as “virtual identities”
[41]. Another approach to protect the privacy of users is
based on anonymous credentials [42]. Since, our focus is
not on privacy protection, we do not go into more detail.

C. Multi-Device Authentication and Identity Management

Several solutions exist that provide users the possibility
to consume services from different devices. We can classify
existing solutions into three categories.

Personal Authentication Devices: Several solutions intro-
duce dedicated authentication devices [43], [44]. Wong et.al.
[43] have been the first, to the best of our knowledge, that
introduce the concept of Personal Authentication Devices,
which are used to authenticate against services independent
of the actually used device. Even if they take multiple user-
devices into account, no solution regarding SSO and federa-
tion is provided. Moreover, they do not provide sufficient
usability, because the user has to manually enter a PIN.
Consequences of the resulting trust model are discussed in
[45]. Corisecio [46] provides an extension of the Personal
Authentication Device based on Microsoft Cardspace. The
developed solution stores all identity cards of a user on
a mobile device and makes these cards available to other
devices.

Distribution of Credentials: An alternative solution is the
distribution of credentials to all devices owned by the user. A
common solution is the distribution and synchronization of
password stores across user devices. Solutions like Xmarks
[47] store user passwords on a central server and allow the
retrieval to all user devices. Such a solution has severe secu-
rity drawbacks. Even if all passwords are stored encrypted
on a central server, they are exposed to security threats like
brute-force attacks.

Requesting Credentials: If a device can request the re-
quired credentials on demand from another device it is



grouped into this category. With session mobility in mind,
Liberty Alliance has proposed a solution to transfer cre-
dentials on demand between devices [48]. Combined with
the transfer of the application context, which is required to
enable session mobility, so called endpoint references can
be transferred. Endpoint references allow the creation of an
additional SAML assertion for service authentication. This
solution assumes a preestablished trust relationship between
the participating devices, but specifies no additional details.
To the best of our knowledge, further consideration of
these initial concepts has stopped. Recently, an extension to
OpenAuth has been proposed [11]. The proposal addresses
authentication on devices with limited input devices (e.g.
no keyboard to enter password). Hereby, the authentication
is performed on a more powerful device and authorization
tokens are transferred. Trust between the devices is manually
established on demand, i.e. an identifier is displayed on
the limited device and has to be manually entered on the
more powerful device. In addition our solution falls into
this category. In contrast to [11] we consider preestablished
trust relationships between devices. Moreover we consider
different identities as well as security levels of devices to
authorize the usage of identities across user devices.

D. Security Level of Devices

There is no absolute measure for the security level of a
device. By means of trusted computing we can confirm that
a system has neither been modified [49] nor its configuration
files have changed [50].

An alternative is the determination of the installed soft-
ware and the corresponding version. Originally introduced
for network access control, we could basically reuse the
daemons for network endpoint assessment [51].

IX. CONCLUSION

We presented an architecture that integrates all devices
of a user and provides ubiquitous user authentication across
devices by using identity management concepts. With such
an approach we are able to demonstrate usability and se-
curity improvements by taking the diverse characteristics
of devices and identities into account. Potential use of the
architecture has been motivated by usage scenarios.

The implemented prototype confirmed the feasibility of
the developed concepts on the basis of the Shibboleth IdM
system. We considered security during all stages of the
design and confirmed by the conducted security evaluation
that we can cope with the challenges introduced by the
additional complexity of several devices.

Currently, we are evaluating the performance of our
architecture. In particular we are interested in the impact of
the Virtual Device concept on the number of required user
authentication procedures. Since, we do not consider real life
studies as feasible, we extend the methodology introduced
in [52].
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