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Abstract—This paper presents “DynFire,” a novel approach Joe's Firewall D 3) SIMCO:
for the role-based, dynamic control of network firewalls. Dyn- laptop Manager W 129.69.11.9 may
now access service

Fire allows an individually controlled, secure access to th IT
resources of a large organization, with particular focus ormobile
users and users with restricted rights, such as subcontraots.
The basic assumption behind DynFire is that, within a securé
network domain separated from the Internet, we can establis a
temporary binding between an IP address and a single user ID. 1)sg02.1x
Whenever a user connects to or disconnects from this secure authentication _
network domain, firewalls are configured accordingly, using WiFi AP
a centralized “Firewall Manager” and standardized signaling Sam's
protocols. laptop

Keywords: dynamic firewall control; network security; sig-
naling protocols; policy based network access control

SSH on Server #1
2) RADIUS: user "Joe" has

been authenticated and
temporarily been assigned
129.69.11.9

DynFire
network

Firewall Server #2
|. INTRODUCTION Fig. 1. DynFire scenario

Firewalls are a well-understood and widely deployed means
qf protecting IP networks. Th_e|_r use 1s ba_lse_d on the assUMPL conventional firewalls with static policies are not fldgi
tion that the network can be divided into distinct domaingwi enough for fine-grained access control.
different security requirements and threat levels. Lotate , i ,
domain boundaries, firewalls forward or reject networkficaf !N this paper we present DynFire, a new architecture for
between these domains, according to security policies tﬁg'? dynamic and_role—based configuration of flrewalls. The
are usually configured statically into the firewalls. However_eSt of the paper is structu_red as follows. Section Il summa-
this assumption, and thus the applicability of firewalls, i§2€s relz_ﬂed work. In Se_ct|(_)n Il we present the underlyln_g
increasingly challenged. With the widespread use of mobfigSumPptions and the main ideas of our approach. In Section
wireless as well as remote access over the Internet, domijn"Ve describe the “Firewall Manager,” which is the main
borders get more and more blurred. A mobile user changiﬁ ment of our architecture. Section IV concludes the paper
from one access network to another usually receives a ne summarizes further steps.
address randomly chosen from an address pool. Therefore, IP
packetsusually do not carry enough information for a firewall
to perform user-based access control decisions. Whilgtfis
the usefulness of firewalls into question, other develogmen
reinforce the need for them. As the operator of a large campu®ynamic control of firewalls has been studied in detail for
network we encounter an increasing number of devices VMoice over IP applications [1], [2], [3]. There, a signaling
our network, which are not “classic” telecommunications qorotocol (e.g. SIP) is used to establish a session stateebefo
office PC equipment. This includes, e. g., building autoomati media starts to flow. This signaling protocol can interact
systems or scientific measurement devices. While these sydh the firewall control mechanisms. Guha and Francis [4]
tems are often vulnerable due to missing or outdated sgcufiropose a more universal security solution targeted at the
mechanisms (e.g. operating system updates, virus scanneisle Internet, but it requires support in the endpointscGi
password policies, etc.), they also have an increased né&yatems’ TrustSec technology [5] can deploy “downloadable
for remote access, e.g., for maintenance techniciansinglacAccess Control Lists” (dACL) when a user connects to the
a firewall in front of such systems may improve securityjetwork. However, this is currently a vendor-specific solut

II. RELATED WORK



g = version that can detect the topology automatically, based o
’~ B i Radus LLDP (Link Layer Discovery Protocol) [6] and SNMP (Simple
m Network Management Protocol) [7]. It will also interact kit
Pocess Devie Policy Config the routing protocol, in order to configure firewalls on the
Tswco alternative path, in case a rerouting occurs.
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The Firewall Provisioning Module is responsible for trans-
ferring firewall rules to a set of firewalls. Several protecfur
firewall control exist [2]. We have chosen the SIMCO protocol
[8] for its flexibility and simplicity. Several SIMCO imple-
mentations for Linux (iptables), Cisco, and Juniper rositer
are currently under development or testing. Furthermore it
Fig. 2. DynFire architecture is possible to integrate the Firewall Manager into the Astar
Command Center [9], which provides an integrated firewall
solution. This multitude of supported firewalls allows Dye-
to be deployed in heterogeneous network environments.

. The goal of DynFire is to create an en\(ir.onmenf[ where V. CONCLUSION AND EUTURE WORK
firewalls can perform role-based access decisions, wittesut , ) i

quiring special support at the endpoints. Therefore, Dyn&s _We have p_resented the design gnd |mpleme_ntat|on of Dyn-
such cannot be not a solution for the whole Internet. Inst'naadF're’ an architecture for the dynamic control of f|rewa_lt$n|-

can be used to secure the IT resources of a single organrizatﬁ)bles role-based access to network resources. Partmn_n:lasf )
We assume that this organization operates a network thatS§P" suppprt for legacy systgms and em'?,eddeq deV|c.es with
protected from the Internet by firewalls. Every user has to afCC" Security standards and without the ability to instaddal
thenticate before getting access to this network and weveess river software. DynFlre does not need_ specialized harewar
that authentication can not be bypassed. Technicallyntiaig It uses f!rewalls which are _al_rea_dy W|de_|y deployed_ and a
be realized by 802.1x/802.1ae (LAN or WiFi) or VPN acces%entral Linux server. While fln!shlng the |mplementat|_on we
via a central VPN concentrator (Fig. 1). Consequently, an e also eyaluatlng apd analyzing the performance, Smwab_'
address observed in a packet can be mapped unambiguoﬂg security of DynFire. We are _pIanmng to deploy DynFire
to a User ID at any time. The DynFire administrators di}l "€ c@mpus network of the University of Stuttgart.
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The Firewall-Manager consists of several modules (Fig. 2)
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