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Abstract—This paper presents “DynFire,” a novel approach
for the role-based, dynamic control of network firewalls. Dyn-
Fire allows an individually controlled, secure access to the IT
resources of a large organization, with particular focus onmobile
users and users with restricted rights, such as subcontractors.
The basic assumption behind DynFire is that, within a secured
network domain separated from the Internet, we can establish a
temporary binding between an IP address and a single user ID.
Whenever a user connects to or disconnects from this secure
network domain, firewalls are configured accordingly, using
a centralized “Firewall Manager” and standardized signaling
protocols.
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I. I NTRODUCTION

Firewalls are a well-understood and widely deployed means
of protecting IP networks. Their use is based on the assump-
tion that the network can be divided into distinct domains with
different security requirements and threat levels. Located at
domain boundaries, firewalls forward or reject network traffic
between these domains, according to security policies that
are usually configured statically into the firewalls. However,
this assumption, and thus the applicability of firewalls, is
increasingly challenged. With the widespread use of mobile
wireless as well as remote access over the Internet, domain
borders get more and more blurred. A mobile user changing
from one access network to another usually receives a new IP
address randomly chosen from an address pool. Therefore, IP
packetsusually do not carry enough information for a firewall
to perform user-based access control decisions. While thisputs
the usefulness of firewalls into question, other developments
reinforce the need for them. As the operator of a large campus
network we encounter an increasing number of devices in
our network, which are not “classic” telecommunications or
office PC equipment. This includes, e. g., building automation
systems or scientific measurement devices. While these sys-
tems are often vulnerable due to missing or outdated security
mechanisms (e. g. operating system updates, virus scanners,
password policies, etc.), they also have an increased need
for remote access, e. g., for maintenance technicians. Placing
a firewall in front of such systems may improve security,

Manager

Firewall
policy

been authenticated and

129.69.11.9

temporarily been assigned

2) RADIUS: user "Joe" has
SSH on Server #1

now access service

3) SIMCO:

129.69.11.9 may
text

text

DynFire

network

domain

Internet
VPN

GW

1) 802.1X

authentication

Firewall

Server #1

Server #2

WiFi AP

laptop

laptop

Joe's

Sam's

Fig. 1. DynFire scenario

but conventional firewalls with static policies are not flexible
enough for fine-grained access control.

In this paper we present DynFire, a new architecture for
the dynamic and role-based configuration of firewalls. The
rest of the paper is structured as follows. Section II summa-
rizes related work. In Section III we present the underlying
assumptions and the main ideas of our approach. In Section
IV we describe the “Firewall Manager,” which is the main
element of our architecture. Section IV concludes the paper
and summarizes further steps.

II. RELATED WORK

Dynamic control of firewalls has been studied in detail for
Voice over IP applications [1], [2], [3]. There, a signaling
protocol (e. g. SIP) is used to establish a session state before
media starts to flow. This signaling protocol can interact
with the firewall control mechanisms. Guha and Francis [4]
propose a more universal security solution targeted at the
whole Internet, but it requires support in the endpoints. Cisco
Systems’ TrustSec technology [5] can deploy “downloadable
Access Control Lists” (dACL) when a user connects to the
network. However, this is currently a vendor-specific solution.
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Fig. 2. DynFire architecture

III. PRINCIPLES OFDYNFIRE

The goal of DynFire is to create an environment where
firewalls can perform role-based access decisions, withoutre-
quiring special support at the endpoints. Therefore, DynFire as
such cannot be not a solution for the whole Internet. Instead, it
can be used to secure the IT resources of a single organization.
We assume that this organization operates a network that is
protected from the Internet by firewalls. Every user has to au-
thenticate before getting access to this network and we assume
that authentication can not be bypassed. Technically, thismay
be realized by 802.1x/802.1ae (LAN or WiFi) or VPN access
via a central VPN concentrator (Fig. 1). Consequently, an IP
address observed in a packet can be mapped unambiguously
to a User ID at any time. The DynFire administrators do
not create firewall rules including individual IP addresses, but
describe the desired communication relationship between users
and services (network resources) in an administration panel.
When a user logs into the network and receives a temporary IP
address, these high level policies are converted to firewallrules
by a centralized “Firewall Manager”. In a complex network
topology the Firewall Manager has to configure all firewalls
on the paths between the users and the resources, respectively.

IV. F IREWALL MANAGER

The Firewall-Manager consists of several modules (Fig. 2)
storing their information in a SQL database.

A. Policy Controller

When a user logs in, the Firewall Manager is notified about
the temporary binding between UserID and IP address. For
each resource and service the user is allowed to access, the
Policy Controller creates firewall rules, based on high level
policies stored in a database. Information about the concerned
firewalls is retrieved from the Topology Awareness Module.
Then, the rules are sent to the Firewall Provisioning Module.

B. Topology Awareness Module

The Topology Awareness Module has to find all firewalls on
the path between two given hosts. Therefore, it has to know
the network topology. The current version is able to work
with a static topology map. Under development is an advanced

version that can detect the topology automatically, based on
LLDP (Link Layer Discovery Protocol) [6] and SNMP (Simple
Network Management Protocol) [7]. It will also interact with
the routing protocol, in order to configure firewalls on the
alternative path, in case a rerouting occurs.

C. Firewall Provisioning Module

The Firewall Provisioning Module is responsible for trans-
ferring firewall rules to a set of firewalls. Several protocols for
firewall control exist [2]. We have chosen the SIMCO protocol
[8] for its flexibility and simplicity. Several SIMCO imple-
mentations for Linux (iptables), Cisco, and Juniper routers
are currently under development or testing. Furthermore it
is possible to integrate the Firewall Manager into the Astaro
Command Center [9], which provides an integrated firewall
solution. This multitude of supported firewalls allows DynFire
to be deployed in heterogeneous network environments.

V. CONCLUSION AND FUTURE WORK

We have presented the design and implementation of Dyn-
Fire, an architecture for the dynamic control of firewalls. It en-
ables role-based access to network resources. Particular focus
is on support for legacy systems and embedded devices with
poor security standards and without the ability to install special
driver software. DynFire does not need specialized hardware.
It uses firewalls which are already widely deployed and a
central Linux server. While finishing the implementation we
are also evaluating and analyzing the performance, scalability,
and security of DynFire. We are planning to deploy DynFire
in the campus network of the University of Stuttgart.
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